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Results in Brief
What We Did
The objective of our audit was to determine whether the University of Texas at San
Antonio (San Antonio) had controls to ensure that it reported complete and accurate
campus crime statistics under the Jeanne Clery Disclosure of Campus Security Policy and
Campus Crime Statistics Act (Clery Act).
We evaluated San Antonio’s processes (policies, procedures, and activities) for
collecting, analyzing, and reporting Clery Act crime statistics for the U.S. Department of
Education’s (Department) 2018 Campus Safety and Security Survey (Department crime
survey), which presented crime statistics for calendar years 2015–2017. We refer to the
campus crime statistics reported in the annual Department crime survey as the “Clery
Act crime statistics” in this report. We used the Department’s “Handbook for Campus
Safety and Security Reporting,” 2016 edition, (Clery Act Handbook) and standards of
effective internal control1 to identify and assess the design, implementation, and
operating effectiveness of San Antonio’s significant controls over the completeness and
accuracy of the Clery Act crime statistics.
To assess completeness of the reported crime statistics, we identified groups of crime
incidents in San Antonio’s records and verified that the incidents had been reported in
the Clery Act crime statistics. To assess accuracy, we reviewed the crime reports and
other documentation supporting the 119 criminal incidents that San Antonio reported
for its 2 campuses (main and downtown) to ensure the statistics were properly classified
in accordance with applicable Clery Act reporting requirements.2
Our review focused on San Antonio’s reporting of Clery Act crime statistics related to
criminal offenses, hate crimes, and Violence Against Women Act (VAWA) crimes. We did
not assess San Antonio’s reporting of arrests and disciplinary referrals for violations of
weapons, drug abuse, or liquor laws. We also did not assess San Antonio’s controls over
compliance with Clery Act requirements not directly related to the completeness and

1

We use the term “standards of effective internal control” to refer to the standards included in the
Committee of Sponsoring Organizations of the Treadway Commission’s “Internal Control – Integrated
Framework,” May 2013.
2

The “Records Selection and Testing Methodology” section of this report describes how we selected
crime incidents for review and the scope of our testing.
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accuracy of the crime statistics, including those for emergency response and evacuation,
timely warnings, policy statements, missing student notifications, or fire safety.

What We Found
San Antonio did not have effective controls to ensure that it reported complete and
accurate Clery Act crime statistics. San Antonio had processes for requesting crime
statistics from local law enforcement agencies, identifying campus security authorities
(CSA), processing and compiling the crime information, and reporting the annual Clery
Act crime statistics by the reporting deadline. However, these processes were not
effectively designed or consistently performed during the audit period and did not
provide reasonable assurance that the reported Clery Act crime statistics would be
complete and accurate. Additionally, we found that San Antonio did not follow all
applicable Clery Act requirements and guidance, which, if followed, would help support
the completeness and accuracy of the reported crime statistics. For example, San
Antonio did not properly notify its CSAs of their roles and responsibilities, request crime
reports from CSAs, or follow applicable requirements for identifying its Clery Act
geography.3
San Antonio’s reported Clery Act crime statistics for calendar years 2015–2017 were not
complete and accurate. As a result, the statistics did not provide reliable information to
current and prospective students, their families, and other members of the campus
community for making decisions about personal safety and security. We identified 55
criminal incidents that San Antonio should have reported but did not. San Antonio
reported 119 criminal incidents but should have reported at least 173 criminal incidents
(119 incidents that San Antonio reported, less 1 incident it reported in error, plus 55
additional incidents that we identified). However, due to weaknesses in San Antonio’s
internal controls and recordkeeping, we could not identify the total number of Clery Act
crimes that San Antonio should have reported during the audit period and concluded
that the actual reportable number of crimes could be higher than the number we
identified. San Antonio also misreported 4 incidents at its main campus.
San Antonio did not have effective internal controls over its processes related to the
reporting of its Clery Act crime statistics. Specifically, San Antonio did not have effective
processes to (1) identify critical information sources for Clery Act reporting; (2) collect,
record, and track the information; (3) analyze, report, and document the crime
statistics; or (4) provide management oversight and quality assurance over the Clery Act

3

A school’s Clery Act geography generally consists of the buildings or property that the school owns or
controls and surrounding public property, for which it must collect reports of alleged crimes to be
included in its Clery Act crime statistics.
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crime reporting process during the audit period. After the audit period, San Antonio
began improving its Clery Act crime reporting processes in part by identifying properties
that it owned or leased, developing Clery Act geography maps, and enhancing its
tracking and review of the Clery Act crime statistics.
Two primary factors caused weaknesses in San Antonio’s internal controls over the
completeness and accuracy of its Clery Act crime statistics. First, San Antonio did not
obtain adequate feedback from officials possessing appropriate internal control,
information management, or Federal education compliance experience in the design of
its Clery Act reporting processes. As a result, San Antonio did not establish the reporting
of complete and accurate Clery Act crime statistics as an objective, identify the risks that
could prevent it from achieving that objective, or effectively manage personnel to help
ensure complete and accurate Clery Act crime reporting. Second, frequent personnel
changes, including key positions responsible for Clery Act crime reporting, resulted in
officials not performing certain Clery Act reporting activities as required by San
Antonio’s campus safety and security reporting policy and inconsistent Clery Act
reporting activities from one year to the next.

What We Recommend
We recommend that Federal Student Aid’s (FSA) Chief Operating Officer require San
Antonio to design and implement effective internal controls over the completeness and
accuracy of its Clery Act crime statistics. San Antonio should also conduct a
comprehensive review of its records for calendar years 2015–2017 to identity all
reportable Clery Act crimes and amend its reported crime statistics to correct any errors
in the reported statistics. We also recommend that FSA’s Chief Operating Officer
determine if FSA should take action against San Antonio for the Clery Act violations
identified in this report.

San Antonio Comments
San Antonio stated that it was committed to addressing the finding and
recommendations outlined in the draft report. San Antonio generally agreed with the
finding and acknowledged that its Clery Act processes were not effectively designed or
consistently performed during the audit period. San Antonio did not explicitly agree or
disagree with our recommendations; however, San Antonio provided a summary of
corrective actions that it planned to take in response to Recommendations 1.1 through
1.4. San Antonio did not respond to Recommendation 1.5, which recommended that
FSA’s Chief Operating Officer determine if FSA should take action against San Antonio
for the Clery Act violations identified in this report. San Antonio also detailed other
improvements to its Clery Act compliance program that it had initiated during the audit
period and while our audit was underway.
U.S. Department of Education
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San Antonio disagreed with our Clery Act reporting determinations on 25 of the 55
unreported criminal incidents that we identified in the draft report. San Antonio stated
that, in its opinion, the 25 incidents did not meet the elements of the applicable crime
reporting classifications or did not definitively occur on the Clery Act geography.
We summarized San Antonio’s comments at the end of the finding and included the full
text of San Antonio’s comments at the end of this report. We redacted the names of San
Antonio personnel from the school’s comments to protect their privacy interests and
excluded, due to the volume, the exhibits provided by San Antonio with its comments.

OIG Response
The corrective actions that San Antonio described, if properly implemented, are
responsive to Recommendations 1.1 through 1.4 in this report. Our report describes San
Antonio’s processes that were in place during the audit period. As a result, some of the
corrective actions that San Antonio described in its response were not included in our
report because they were implemented after the audit period.
We reviewed the information that San Antonio provided related to its disagreement
with 25 of the 55 unreported criminal incidents that we identified in the draft report.
We did not agree with San Antonio’s comments on the 25 incidents and did not remove
any of the incidents from our audit report. During the audit, we completed detailed
verification procedures for each of the unreported criminal incidents that we included in
the draft report. We provided a preliminary listing of unreported criminal incidents to
San Antonio officials for review and comment, analyzed the additional information San
Antonio provided for each incident, and explained the basis of our determinations to
San Antonio officials. Based on these verification procedures and our review of San
Antonio’s records, we validated that the 25 incidents met all necessary criteria to be
reported under the Clery Act. The additional information San Antonio provided in
response to our draft report was not sufficient to change our determinations. We did
not make any changes to the audit report in response to San Antonio’s comments.
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Introduction
Background
San Antonio is a public university in the University System of Texas that offers over
150 undergraduate and graduate degree programs. San Antonio has 2 campus locations
offering student instruction (main campus and downtown campus), which collectively
enrolled more than 32,500 students in the fall of 2019. During the Federal award year
from July 1, 2017, through June 30, 2018, San Antonio students received over
$194 million in financial aid under programs authorized by Title IV of the Higher
Education Act of 1965, as amended (Title IV). Title IV programs provide financial aid,
typically in the form of grants or loans, to eligible students attending eligible schools.

The Clery Act
Campus safety and security is a major consideration for students and their families
when deciding which school to attend. Congress enacted the Crime Awareness and
Campus Security Act of 1990, which amended the Higher Education Act of 1965 and
established new requirements for schools related to campus safety. In 1998, the Crime
Awareness and Campus Security Act was renamed the Jeanne Clery Disclosure of
Campus Security Policy and Campus Crime Statistics Act (Clery Act) in memory of a
student who was raped and murdered in her dorm room in 1986. The Clery Act requires
schools that participate in Title IV programs to publish and distribute to current and
prospective students and employees an annual security report that describes the
school’s policies and procedures for campus safety and discloses the school’s annual
campus crime statistics.4 The Clery Act also requires schools to report their Clery Act
crime statistics to the Department annually and requires the Department to make those
statistics available to the public. The Department’s Office of Postsecondary Education
publishes the Clery Act crime statistics on its campus safety and security website, which
includes a tool that allows prospective students to compare crime data across schools.
The Department oversees Clery Act administration and helps ensure that schools
understand and comply with the Clery Act requirements, in part, by providing technical
assistance, training, and guidance to those schools. The Department’s Federal Student
Aid’s (FSA) office conducts program reviews of schools to evaluate their compliance with
the Clery Act, and if necessary, administers enforcement procedures under 34 Code of
Federal Regulations (C.F.R.) Part 668 Subpart G that the Secretary established for taking
action against schools that violate the Clery Act. These enforcement actions may include

4

Distance education-only schools where students are never present on a physical campus are exempt
from the Clery Act crime reporting requirements.
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imposing fines or limiting, suspending, or terminating a school’s participation in Title IV
programs.

Clery Act Crime Statistics
The Department’s regulations for the Clery Act describe how schools should collect and
report their crime statistics, including the types of crimes that are reportable, the
campus locations covered by the reporting requirements, and the sources of crime
information (34 C.F.R. Section 668.46). The Department publishes its interpretations and
guidance related to the Clery Act in the Clery Act Handbook, which was produced to
assist schools in understanding the Clery Act requirements and is intended for use by
the Department and outside reviewers responsible for evaluating a school’s compliance
with the Clery Act.5
Under the Clery Act, schools are required to report crime statistics using crime
classifications from the Federal Bureau of Investigation’s Uniform Crime Reporting
program. There are four categories of reportable Clery Act crimes: (1) criminal offenses,
(2) hate crimes, (3) Violence Against Women Act (VAWA) crimes, and (4) arrests and
disciplinary referrals for violations of weapons, drug abuse, or liquor laws. Our audit
focused on incidents in the first three categories (referred to in this report as “criminal
incidents”) and did not include a review of arrests or disciplinary referrals for violations
of weapons, drug abuse, and liquor laws. Table 1 summarizes the reportable Clery Act
crime classifications in each of the three categories that we reviewed.
Table 1. Reportable Clery Act Crime Categories and Classifications
Crime Category

Criminal Offenses

Reportable Clery Act Crime Classifications
There are 11 crime classifications for criminal offenses: murder and
nonnegligent manslaughter, negligent manslaughter, rape, fondling,
incest, statutory rape, robbery, aggravated assault, burglary, motor
vehicle theft, and arson.

5

On October 9, 2020, the Department announced the rescission and replacement of the Clery Act
Handbook effective December 31, 2020. The announcement included the issuance of the Department’s
new Clery-related Appendix of the FSA Handbook to replace the Clery Act Handbook. The Department
stated that it will not retroactively apply this new Clery Act guidance.
U.S. Department of Education
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Crime Category

Reportable Clery Act Crime Classifications

Hate Crimes

Hate crimes are criminal offenses that manifest evidence that the victim
was intentionally selected because of the perpetrator’s bias against the
victim’s race, religion, sexual orientation, gender, gender identity,
ethnicity, national origin, or disability. Reportable hate crime
classifications include all but one of the criminal offenses listed above
(negligent manslaughter) as well as larceny-theft, simple assault,
intimidation, and destruction of property/vandalism.

VAWA Crimes

VAWA crime classifications include dating violence, domestic violence, and
stalking. Sexual assault (which includes rape, fondling, incest, and
statutory rape) is also a VAWA crime but is reported with the “criminal
offenses” crime category above.

Schools are required to report only those crimes that occurred within the school’s
“Clery Act geography.” A school’s Clery Act geography can include up to four categories:
(1) on-campus buildings and property, (2) on-campus student housing (reported as a
subset of total on-campus crimes), (3) public property that is within or immediately
adjacent to and accessible from campus, and (4) non-campus buildings and property
that the school owns or controls. Crimes that occur outside of these geographic
boundaries are not reportable under the Clery Act even if the school’s students or staff
are involved. Each school is responsible for identifying and updating its Clery Act
geography.
Schools must obtain crime information from various sources to identify and compile the
reportable Clery Act crime statistics. Schools obtain crime information from campus
authorities known as CSAs, who include campus police department personnel and other
authorities who have significant responsibilities for student and campus activities, and
from local law enforcement agencies. CSAs play a vital role in the Clery Act crime
reporting process by collecting information about Clery Act crimes from members of the
campus community and reporting that information to the school officials6 designated to
receive the crime reports and compile, process, and report the Clery Act crime statistics.
The Clery Act Handbook provides guidance to assist schools with identifying which
people are CSAs and establishing a CSA reporting process. Schools are required to
annually request crime statistics from the local law enforcement agencies that have
jurisdiction over their Clery Act geography.

6

In this report, we refer to these officials, who work within the San Antonio Department of Public
Safety, as the “Clery compliance officials.”
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Under the Clery Act, a crime is considered to have been “reported” to the school when
it is brought to the attention of a CSA or local law enforcement official. Schools must
include all Clery Act crimes that are alleged to have occurred within their Clery Act
geography in their annual crime statistics regardless of whether a police report was filed
or whether any disciplinary proceedings occurred. A reported crime can be excluded
from the annual Clery Act crime statistics only in limited circumstances when it is
determined to be “unfounded.” An unfounded crime is an alleged crime that has been
fully investigated by a sworn law enforcement officer who made a formal determination
that the crime report was false or baseless. The Clery Act Handbook establishes a high
threshold for unfounded crimes; the officer must find evidence that the reported crime
did not occur, not merely an absence of evidence that it did occur. Schools must report
the number of unfounded crimes in their Clery Act crime statistics. San Antonio’s
reported Clery Act crime statistics for 2015–2017 are shown in Appendix B.

Internal Controls
To be eligible to participate in Title IV programs, schools must demonstrate that they
have the administrative capability to meet the statutory requirements of Title IV and the
Department’s implementing regulations (34 C.F.R. Section 668.16(a)). To be considered
administratively capable, schools must employ an adequate number of qualified persons
and administer Title IV programs with adequate checks and balances in a system of
internal controls (34 C.F.R. Section 668.16(b)(2) and (c)(1)). These requirements apply to
a school’s administration of its Clery Act compliance program. Schools must also sign a
Program Participation Agreement with the Department as a condition of their
participation in Title IV programs. In the agreement, schools affirm that they will comply
with all applicable regulations and requirements, including the campus crime reporting
requirements of the Clery Act. Schools should have effective internal controls over their
Clery Act crime reporting processes to provide reasonable assurance that the schools
will comply with these reporting requirements.
Internal controls are processes effected by an entity’s oversight body, management, and
other personnel to provide reasonable assurance that the entity will achieve its
objectives related to operations, reporting, and compliance. The Clery Act Handbook
describes Clery Act requirements and provides recommendations for processes that
schools could implement to strengthen their internal controls. However, the Clery Act
Handbook does not address all internal controls that may be applicable or appropriate
to Clery Act crime reporting. Schools have broad discretion in designing internal controls
that respond to their unique operations and circumstances.
In 2011, San Antonio adopted the internal control standards from the Committee of
Sponsoring Organizations of the Treadway Commission’s “Internal Control – Integrated
Framework” (Integrated Framework). The Integrated Framework includes five
U.S. Department of Education
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components of internal control: control environment, risk assessment, control activities,
information and communication, and monitoring. We refer to the standards of the
Integrated Framework as the “standards of effective internal control” in this report. We
used the standards of effective internal control as a framework for evaluating the
design, implementation, and operating effectiveness of San Antonio’s internal controls
that were significant to the audit objective.

U.S. Department of Education
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Finding. San Antonio Did Not Have Effective
Controls to Ensure that it Reported Complete
and Accurate Clery Act Crime Statistics
San Antonio’s Clery Act crime statistics for calendar years 2015–2017 were not complete
or accurate. We identified records of criminal incidents that San Antonio should have
reported but did not and errors in the classification of some crimes that San Antonio did
report. As a result, San Antonio’s Clery Act crime statistics did not provide reliable
information to current and prospective students, their families, and other members of
the campus community for making decisions about personal safety and security at San
Antonio.
San Antonio did not have effective controls to ensure that it reported complete and
accurate Clery Act crime statistics. San Antonio had processes for activities related to
crime reporting under the Clery Act, including identifying its Clery Act geography,
requesting crime statistics from local law enforcement agencies, identifying CSAs and
collecting crime reports from CSAs, processing and compiling crime information, and
reporting annual Clery Act crime statistics by the reporting deadline. However, these
processes did not provide reasonable assurance that the reported crime statistics would
be complete and accurate. Specifically, San Antonio did not have effective processes to
(1) identify critical information sources for Clery Act reporting; (2) collect, record, and
track the information; (3) analyze, report, and document the crime statistics; or
(4) provide management oversight and quality assurance over the Clery Act crime
reporting process. Additionally, San Antonio did not follow all applicable Clery Act
requirements and guidance which, if followed, would help support the completeness
and accuracy of the reported crime statistics. After the audit period, San Antonio began
improving its Clery Act crime reporting processes in part by identifying properties that it
owned or leased, developing Clery Act geography maps, and enhancing its tracking and
review of the Clery Act crime statistics.
San Antonio’s weaknesses in internal controls over the completeness and accuracy of its
Clery Act crime statistics occurred because of two primary factors. First, San Antonio did
not solicit or receive adequate feedback from officials possessing appropriate internal
control, information management, or Federal education compliance experience in the
design of its Clery Act reporting processes. As a result, the school did not establish the
reporting of complete and accurate Clery Act crime statistics as an objective, identify the
risks that could prevent it from achieving that objective, or effectively manage
personnel to help ensure complete and accurate Clery Act crime reporting. Second,
frequent personnel changes, including key positions responsible for Clery Act crime
reporting, resulted in officials not performing certain Clery Act reporting activities as
U.S. Department of Education
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required by San Antonio’s campus safety and security reporting policy and inconsistent
Clery Act reporting activities from one year to the next.

Reported Statistics Were Not Complete and Accurate
San Antonio did not include all reportable crimes in its Clery Act crime statistics as
required by 34 C.F.R. Section 668.46(c)(1) and (2). We reviewed crime incident records
and other documentation supporting the crime statistics that San Antonio reported for
calendar years 2015–2017 and found errors in the completeness and accuracy of the
reported crime statistics. Based on our review, we concluded that San Antonio’s
reported Clery Act crime statistics for calendar years 2015–2017 were not complete and
accurate and thus did not provide reliable information to students and other members
of the campus community for decision-making.

Completeness of Reported Crime Statistics
To evaluate the completeness of San Antonio’s reported Clery Act crime statistics, we
tested selected incident records from San Antonio’s Public Safety, Title IX of the
Education Amendments of 1972 (Title IX),7 Student Conduct, and Student Housing
record systems to identify criminal incidents that were reportable under the Clery Act
for calendar years 2015–2017. We identified 55 criminal incidents that San Antonio
should have reported but did not. San Antonio reported 119 criminal incidents at its
campuses during the audit period. However, San Antonio should have reported at least
173 criminal incidents (119 incidents that San Antonio reported, less 1 incident it
reported in error, plus 55 additional incidents that we identified). As a result, San
Antonio underreported the number of criminal incidents in its Clery Act crime statistics
by at least 31 percent. Of the 55 unreported crimes that we identified, 47 were VAWA
crimes. San Antonio officials estimated that 70 percent of the reporting errors occurred
because San Antonio’s internal communication between departments needed to be
improved and 30 percent occurred because officials in the Public Safety department
misunderstood the Clery Act reporting principles. Table 2 below summarizes the
55 unreported criminal incidents that we identified, including the number of crimes that
San Antonio reported and should have reported in each of the 8 crime classifications
where unreported crimes were identified.

7

Title IX is a Federal law that protects people from discrimination based on sex in education programs or
activities that receive Federal financial assistance. Clery Act crimes such as rape, dating violence, and
stalking are reported to a school’s Title IX office. The Equal Opportunity Services & Title IX Office is
responsible for administering San Antonio’s Title IX program. We refer to this office as the “Title IX
department” in this report.
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Table 2. Reportable Incidents by Crime Classification from 2015–2017

a

Clery Act Crime
Classification

Number of
Unreported
Incidents

Number of
Reported
Incidents

Total
Number of
Reportable
Incidents

Unreported
Incidents as a
Percentage of
Classification
Total

Rapea

2

16

17c

12 percent

Fondlinga

7

10

17

41 percent

Dating Violencea

12

20

32

38 percent

Domestic Violencea

1

9

10

10 percent

Stalkinga

25

9

34

74 percent

Aggravated Assault

2

2

4

50 percent

Burglary

3

20

23

13 percent

Motor Vehicle Theft

3

26

29

10 percent

All Other Crimesb

0

7

7

0 percent

Total

55

119

173c

-

The unreported incidents in these crime classifications were VAWA crimes.

b

Includes the total of crimes reported in all other crime classifications: robbery (5), arson (1), and
statutory rape (1). We did not identify reporting errors for these other crime classifications.
c

San Antonio reported one rape incident in error that did not occur within the school’s Clery Act
geography. Because this incident should not have been reported, we excluded it from the total
number of reportable incidents for rape and for all crime classifications.

Due to weaknesses in San Antonio’s internal controls over its reporting of Clery Act
crime statistics, we concluded that the actual number of reportable Clery Act crimes at
San Antonio could be higher than the number we identified. We identified 18 incident
records that contained information indicating that a reportable Clery Act crime may
have occurred. However, the records were missing key information needed to establish
whether the incident was reportable, such as the specific location where the crime
occurred or key details about the nature of the crime. The total number of unreported
crimes presented in Table 2 includes only the incidents that contained enough
information for us to establish all elements of a reportable Clery Act crime. San Antonio
also lacked effective controls to ensure that Clery Act incidents were properly recorded
in the school’s record systems and could be reliably identified for reporting purposes. As
U.S. Department of Education
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a result, we could not identify the total number of Clery Act crimes that San Antonio
should have reported during the audit period.

Accuracy of Reported Crime Statistics
To evaluate the accuracy of San Antonio’s reported Clery Act crime statistics, we
reviewed the supporting documentation for each of the 119 criminal incidents and
6 unfounded incidents that San Antonio reported at its campuses between 2015–2017.
As shown in Table 3, we determined that San Antonio misreported 4 incidents:
2 incidents were incorrectly reported as both a criminal incident and an unfounded
incident, 1 incident was reported in the incorrect crime classification, and 1 incident
should not have been reported at all.
Table 3. Clery Act Crimes Not Reported Accurately
How Incident Was Reported

How Incident Should Have Been Reported

Unfounded Rape and Rape

Rape (not unfounded)a

Unfounded Rape and Rape

Rape (not unfounded)a

Fondling

Rape

Rape

Not Reportable (not within Clery Geography)

a

San Antonio reported these two incidents as both rape and unfounded rape. They should only
have been reported as rape, so the two counts of unfounded rape were accuracy discrepancies
because they were not reported in the correct crime classification.

Crime Statistics Did Not Provide Reliable Information for
Decision-Making
San Antonio’s reported Clery Act crime statistics did not provide complete and accurate
campus crime information to current and prospective students, their families, and other
members of the campus community for decision-making. San Antonio underreported
the number of criminal incidents in its crime statistics. Users of the Clery Act crime
statistics may have relied on San Antonio’s statistics when comparing schools and
making decisions related to personal safety and security, including where to go to
school. To ensure the public can make valid comparisons and informed decisions based
on reliable crime statistics, it is important that all schools design and implement
consistent reporting processes in accordance with standards of effective internal control
and Clery Act requirements.

U.S. Department of Education
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Weaknesses in Internal Control Over Reportin g of Clery Act
Crime Statistics
We determined that San Antonio had not designed and implemented internal controls
necessary to provide reasonable assurance that its reported crime statistics would be
complete and accurate. Further, we found that San Antonio’s processes for reporting
Clery Act crime statistics did not follow all applicable requirements and guidance in the
Department’s Clery Act Handbook which, if followed, would help support the
completeness and accuracy of the reported crime statistics. Based on guidance from the
Clery Act Handbook and the standards of effective internal control, we identified four
significant control areas for the Clery Act crime reporting process and determined that
San Antonio had internal control weaknesses in all four areas. Specifically, we
determined that San Antonio did not have effective processes to (1) identify critical
information sources for the Clery Act crime statistics; (2) collect, record, and track the
information; (3) analyze, report, and document the crime statistics; or (4) provide
management oversight and quality assurance over the Clery Act crime reporting
process. See Figure 1.
Figure 1. Significant Control Areas for the Clery Act Crime Reporting Process

U.S. Department of Education
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1. Identifying Information Sources
San Antonio did not design and implement effective controls to ensure that it identified
all relevant information sources to use when preparing its annual Clery Act crime
statistics. San Antonio did not properly identify its CSAs, who have the vital role of
receiving reports of alleged crimes that must be included in the school’s Clery Act crime
statistics. San Antonio also did not have effective processes to communicate CSA roles
and responsibilities or to identify other important information sources needed for
complete and accurate Clery Act crime statistics.
Identifying CSAs
San Antonio did not have effective processes for identifying its CSAs during our audit
period, including evaluating personnel responsibilities and updating the school’s CSA
listing for new employee onboarding and personnel changes. The Clery Act Handbook
states that schools should identify CSAs “at the beginning of the calendar year.”
However, the Clery compliance officials8 we interviewed did not provide evidence that
the school had updated the CSA listing in 2015 or 2016. The former official responsible
for administering the process through August 2016 did not maintain records of when
the CSA listing was last updated, and the 2015 and 2016 CSA listings identified the same
319 people as having CSA responsibilities. San Antonio updated its CSA listing in October
2017, just 2 months before the 2017 calendar year reporting period closed.9 The 2017
CSA listing identified 845 people as CSAs, an increase of 526 people from the 2015 and
2016 CSA listings. However, the late timing of San Antonio’s update to its 2017 CSA
listing prevented Clery compliance officials from notifying CSAs of their responsibilities
for recording information and reporting criminal incidents to Clery compliance officials
for most of calendar year 2017.
To determine whether San Antonio properly identified CSAs in the 2015, 2016, and 2017
listings, we judgmentally selected the Public Safety and Athletics departments for
review based on their relevance to the Clery reporting process. We determined that San
Antonio generally identified CSAs properly for the Athletics department in its 2017
listing (based on our assessment of positions that appeared to have CSA

8

During our site visits in September and November 2019, San Antonio’s Clery compliance officials
consisted of the chief of Public Safety, executive director for strategic initiatives, and Clery coordinator
positions.
9

In March 2017, San Antonio’s Chief of Public Safety started the process to update the school’s CSA
listing by sending to all managers a memorandum that provided the definition of a CSA, described the
roles and responsibilities of CSAs, and requested that recipients identify personnel within their
departments who meet the CSA definition.
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responsibilities). However, it did not properly identify CSAs for the Public Safety and
Athletics departments in its 2015 and 2016 CSA listings or for Public Safety in its 2017
CSA listing. San Antonio’s campus safety and security reporting policy states that all
Public Safety employees are considered CSAs, and San Antonio had about 100 Public
Safety employees. However, San Antonio’s CSA listings did not identify any Public Safety
employees as CSAs in 2015, 2016, or 2017. Additionally, San Antonio’s CSA listings
identified only 50 Athletics employees as CSAs in 2015 and 2016, even though in 2017
the school identified 95 CSAs in Athletics. San Antonio added 526 people to its 2017 CSA
listing, but still did not include many of the people who should have been classified as
CSAs based on their responsibilities for student and campus activities. At the time of our
site visit in September 2019, Clery compliance officials stated that they planned to work
with officials from the school’s Human Resources department to evaluate personnel
responsibilities to identify CSAs as part of the employee onboarding process.
Communicating CSA Roles and Responsibilities
We found that San Antonio did not have an effective process for notifying its personnel
that they were CSAs or training them on their responsibilities as CSAs. In 2015 and 2016,
San Antonio communicated the CSA roles and responsibilities by distributing emails that
served to (1) notify personnel that they were CSAs, (2) provide the Clery Act crime
reporting form, and (3) request that they complete and submit the form for any
applicable crime reports they had received during the previous calendar year. San
Antonio’s campus safety and security reporting policy states, “Annually, a designee of
the [San Antonio] Department of Public Safety will contact each CSA via email that
requires the CSA to receive and respond. This is an essential step in the process in
preparation of reporting accurate crime statistics.” However, we found that these
emails were not sent annually, not sent at the beginning of the calendar years, and not
sent to all people identified on the CSA listings. For example, Clery compliance officials
did not provide evidence that they had sent an email to any CSA for the 2017 reporting
year. The email for the 2015 reporting year was sent to only 15 CSAs in June 2016 and
the emails for the 2016 reporting year were sent to only 83 CSAs (all CSAs within the
Athletics department) in August 2017.
Due to the retroactive timing of the notification process, some CSAs would not have
known they were CSAs during the year in which they had CSA reporting responsibilities
and would not have known to record details of incidents that were needed for Clery Act
reporting purposes. Further, since San Antonio did not use other processes to notify
CSAs of their responsibilities, CSAs would not have known that crime reporting was a
part of their official duties as school employees unless they had been previously notified
that they were CSAs.
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Also, not all San Antonio CSAs completed the CSA training that the school implemented
in 2017. The training could have helped ensure that CSAs had a sufficient understanding
of the Clery Act and their respective CSA roles to effectively carry out their reporting
responsibilities. San Antonio’s CSAs were not trained on their roles and responsibilities
for most of our audit period. San Antonio established and implemented online CSA
training in April 2017 and classroom CSA training in June 2017. The Clery compliance
officials said they did not know whether other training was available to CSAs before that
time. Based on San Antonio’s training completion records, 486 people completed CSA
training in 2017: 178 people completed online training, 287 people completed
classroom training, and 21 people completed both online and classroom trainings. Of
the 486 people who completed the CSA training in 2017, only 277 were identified on
San Antonio’s 2017 CSA listing of 845 people. Therefore, only about one-third of the
845 people identified on San Antonio’s 2017 CSA listing completed the CSA training.
Identifying Other Sources of Information
Under an effectively controlled process, CSAs should consistently report crime
information for inclusion in the school’s Clery Act crime statistics in accordance with the
school’s established CSA reporting processes. Schools should also identify information
sources that they can use to verify that CSAs properly report crime incidents in
accordance with school policy and to help ensure that the crime statistics are complete
and accurate. However, San Antonio did not have processes to identify and periodically
review all relevant sources of information from campus departments that the school
could have used to validate the completeness and accuracy of the crime statistics. San
Antonio’s Clery compliance officials did not provide evidence that they reviewed the
case summary listings in the school’s Title IX, Student Conduct, and Student Housing
departments’ records systems by searching for key terms, such as sexual misconduct or
stalking, to identify criminal incidents that were potentially reportable under the Clery
Act for further analysis.10 The combination of an effective CSA reporting process and
periodic review of information in other relevant record systems could help ensure that

10

San Antonio officials provided copies of 2015 and 2016 Student Conduct incident summary listings
with the records supporting the reported crime statistics. Officials did not provide evidence of any
review or follow up with Student Conduct officials to reconcile or further analyze incidents that were
potentially reportable under the Clery Act.
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all criminal incidents reported to CSAs were properly included in the Clery Act crime
statistics.11
San Antonio also did not implement effective controls to ensure it identified other
information that could affect the completeness and accuracy of the Clery Act crime
statistics and communicated that information to the Clery compliance officials in a
timely manner. For example, San Antonio could not effectively analyze the locations of
criminal incidents before August 2018 because it had not prepared and maintained a
current list of the properties that it owned, leased, or otherwise controlled to identify
the school’s applicable Clery Act geography. The Clery Act Handbook specifies that
schools should prepare a list of properties and identify the corresponding Clery Act
geographic categories. Preparing and maintaining a current list of properties helps
schools ensure that they properly report crimes by location in relation to the school’s
Clery Act geography as required by 34 C.F.R. Section 668.46(c)(5). San Antonio officials
instead relied on their general knowledge of the campus boundaries and maps available
on the internet to determine the geographic locations of incidents for calendar year
2017.12 Because San Antonio did not properly identify or record its Clery Act geography
for each reporting year of the audit period, we could not assess the accuracy of the
campus boundaries the school used when determining whether reported criminal
incidents should have been included in its Clery Act crime statistics. According to Clery
compliance officials, the school identified its reportable Clery Act geography and created
maps using property records starting in February 2019. The Clery compliance officials
also said that the school established a process to periodically update the maps when the
school’s geography changed.
San Antonio did not properly request crime statistics from all local law enforcement
agencies during the audit period. Specifically, San Antonio did not request crime
statistics from 4 of the 9 local law enforcement agencies with jurisdiction over its Clery
Act geography for the 3 reporting years of the audit period. When San Antonio did
request crime statistics from local law enforcement agencies, it did not include in its
requests all the appropriate crime classifications and applicable Clery Act geography

11

San Antonio officials stated that the school implemented case management software in the fall of
2019 and planned to establish review procedures using the software’s Clery Act tracking features to
automate and improve their review of Title IX and Student Conduct records for Clery Act reporting
purposes in the future.
12

Due to turnover of key personnel, San Antonio officials did not know what steps the former Clery
coordinator took to determine the geographic locations for the crime statistics reported for calendar
years 2015 or 2016.
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locations. The Clery Act Handbook states that schools should contact local law
enforcement agencies early in the year so that the agencies have adequate advance
notice and can provide the statistics in a timely manner. However, San Antonio sent
requests to local law enforcement agencies for the 2017 reporting year in August 2018
and sent requests for the 2016 reporting year in June and July 2017. As a result,
agencies had as little as 1 week to review the request, compile the required information,
and respond to San Antonio with the requested information. For the 2015 reporting
year, San Antonio officials sent requests to local law enforcement agencies in
January 2016, shortly after the reporting year ended. Contacting local law enforcement
agencies early in the year supported timelier information on reported criminal incidents
and provided agencies with about 6 months to respond. We also found that the Clery
compliance officials did not request crime statistics from the applicable local law
enforcement agencies for the dates when San Antonio held commencements at the San
Antonio Alamodome stadium. A school should make these requests to local law
enforcement and disclose any applicable Clery Act crime statistics for reported criminal
incidents that occurred within the school’s Clery Act geography when it has control over
the property.

2. Collecting, Recording, and Tracking Information
San Antonio did not design and implement effective processes to collect, record, and
track reported allegations of crimes that should have been included in its Clery Act
crime statistics. San Antonio generally did not use its designated crime reporting process
of having CSAs submit crime report forms to the Clery compliance officials. Instead, the
Clery compliance officials manually reviewed incident records contained in the Public
Safety records system to identify reportable crimes and relied on an informal process of
information-sharing during weekly meetings to obtain information about crimes that
had been reported to CSAs in other departments, such as Title IX, Student Conduct, and
Student Housing. Additionally, San Antonio did not have effective controls over the
recording of criminal incidents in its electronic and paper records systems to ensure that
crime incidents reported to CSAs would be properly tracked and communicated to Clery
compliance officials for inclusion in the Clery Act crime statistics.
Collecting Crime Reports from CSAs
San Antonio did not design and implement an effective or timely process to collect
crime information from CSAs for inclusion in the Clery Act crime statistics. Under
San Antonio’s designated CSA reporting process, Clery compliance officials were
responsible for sending an annual email to CSAs to request that they submit a
completed CSA reporting form for each crime that was reported to them during the
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prior year.13 San Antonio required CSAs to report most crimes to the Clery compliance
officials annually, and requested that CSAs immediately report crimes when they may
constitute an ongoing threat to student safety. Collecting crime reports only at the end
of the year is not an effective or timely practice because CSAs may not remember Clery
Act incidents that were reported to them during the year or recall the pertinent details
of the incidents many months after the fact.
San Antonio also had a control weakness related to its CSA reporting form that may
have resulted in some CSA crime reports being lost and not delivered to Clery
compliance officials. The CSA crime reporting form was available on the Public Safety
website for CSAs to use. The form on the website appeared to be a web-based fillable
form and had a “Submit Form” button.14 However, the “Submit Form” button was not
operational and forms submitted by CSAs would not be delivered to Clery compliance
officials unless they were first downloaded to the reporter’s device (for example, a
computer, phone, or tablet) and then submitted by email as an attachment. The webbased form would not notify users that their report had not been properly submitted
after they selected the “Submit Form” button and the form did not instruct CSAs to
submit the report by email. Clery compliance officials told us that they had been aware
of the problem with the form on the website since at least January 2017. During our
audit site visit in September 2019, the officials told us that they had corrected the
problem and the “Submit Form” button had been removed from the web-based form.
However, there was a risk that CSAs may have believed that they had reported crimes to
the Clery compliance officials during the audit period, but the reports were never
delivered and no other record of the crime report would exist.
Additionally, we found that San Antonio did not require all CSAs to use the designated
reporting process of submitting CSA reporting forms to the Clery compliance officials.
Based on San Antonio’s records, Clery compliance officials received a CSA reporting
form for only 3 of the 119 criminal incidents that San Antonio reported in its Clery Act
crime statistics during the audit period. Instead of using the CSA reporting form, Clery
compliance officials collected information about criminal incidents for inclusion in the
Clery Act crime statistics in two other ways: (1) by manually reviewing the campus police

13

The email to CSAs stated that CSAs were not required to submit a reporting form for an incident if it
had already been reported to the campus police.
14

The CSA reporting form was also attached to San Antonio’s annual CSA notification emails, but the
control weakness related to the “Submit Form” button would not have affected the PDF version of the
form attached to the emails because it was not in the web-based fillable format. CSAs could choose to
submit their reports using either version of the form.
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department’s electronic crime incident records and (2) through information-sharing that
occurred during weekly student conduct meetings with personnel from multiple campus
departments.
Clery compliance officials and personnel from Public Safety, Title IX, Student Conduct,
Student Housing, and other departments generally attended the weekly student
conduct meetings. The primary purpose of the meetings was to increase cross-campus
communication to ensure that San Antonio appropriately responded to all student
conduct-related incidents. The meetings also served as an informal reporting channel
for some CSAs in key roles. For example, the Deputy Title IX Coordinator stated that the
department submitted a maximum of three CSA reporting forms each year. Officials
from the Title IX and Student Conduct departments said the weekly student conduct
meeting was their primary means of communicating criminal incidents to Clery
compliance officials for Clery Act reporting purposes. Despite the importance of the
meeting to the completeness and accuracy of the Clery Act crime statistics, San Antonio
did not have controls to help ensure that relevant crime information would be
effectively collected and recorded during the meeting. For example, according to the
Public Safety official responsible for administering the weekly student conduct
meetings, Title IX officials did not consistently attend the weekly meetings over the
years. Additionally, Clery compliance officials did not provide evidence that they had a
well-controlled process for collecting the crime reports that they received at the weekly
meetings to ensure that relevant crime incidents would be included in the Clery Act
crime statistics.15 We identified 31 incidents in the Title IX department’s records that
were reportable under the Clery Act that San Antonio had not included in its Clery Act
crime statistics for our audit period.
Recording and Tracking Crime Incidents
San Antonio used both electronic and paper records systems to maintain information
about Clery-related crime incidents during the audit period, but did not have effective
processes for recording and tracking crime incidents in the records so that they could be
readily and reliably identified for reporting purposes. The campus police department’s
electronic records system had built-in tools and analytical reports that could have
enabled San Antonio to categorize and track Clery Act-related incidents for reporting
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Clery compliance officials told us that they had improved the controls beginning in May of 2017 when
they began tracking whether each incident discussed during the meeting was Clery-reportable and
identified the campus department that was responsible for submitting a CSA report form for applicable
incidents. However, we concluded that this process was not effectively implemented during the audit
period because there were several reportable Clery Act incidents that occurred from May 2017 to the
end of the audit period for which San Antonio did not receive a CSA report form.
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purposes. However, San Antonio did not use these tools and reports during the audit
period and could not identify the complete population of Clery Act incidents contained
in the system without manually reviewing 100 percent of the records.
San Antonio’s Title IX and Student Conduct departments frequently received reports of
incidents that must be included in the Clery Act crime statistics. However, they did not
have adequate processes for recording and tracking the incidents in their paper records
systems. The consistent use of the CSA reporting form could have helped provide some
assurance that the school recorded all the pertinent details about an incident needed to
determine whether it was reportable under the Clery Act. Instead of using the CSA
reporting form to record and report incident details, the Title IX and Student Conduct
departments recorded whatever details about each incident were needed for purposes
of processing the associated Title IX or Student Conduct case. However, the Title IX and
Student Conduct case handling checklists did not require that personnel document the
nature of the crime using all applicable Clery Act crime classifications or the specific
location where the incident occurred, which are needed to establish whether the
incident is reportable for Clery Act purposes. We identified 18 incidents that were
documented in San Antonio’s Title IX and Student Conduct records and appeared
potentially reportable under the Clery Act, but key information needed to determine
whether the incidents were reportable was not recorded in the incident records.16 For
example, San Antonio’s records for these incidents did not include the specific location
where the crime occurred or key details about the nature of the crime.
San Antonio had limited tracking processes to help reconcile the total number of
reportable crimes from certain departments with the total that it planned to report in
the Clery Act crime statistics, but these processes were not adequately developed or
implemented. For example, the Student Conduct department provided a summary
listing of cases that it processed during the year to the Clery compliance officials.
However, the Clery compliance officials did not provide evidence that they had
reviewed or followed up on the listing to help ensure that the crime statistics were
complete. Additionally, the Title IX department annually shared selected information
from its case tracking sheet with the Clery compliance officials to help ensure that the
incidents were captured in the crime statistics. However, the Clery compliance officials
did not have visibility of all cases on the Title IX tracking sheet to identify and follow up
on potentially reportable criminal incidents because the Title IX personnel determined
which information to share with the Clery compliance officials. As a result, this tracking
and reconciliation process missed numerous reportable crimes (as noted above, at least
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Crime victims are not always willing to disclose information that schools need to determine whether
incidents should be included in the Clery Act crime statistics.
U.S. Department of Education
Office of Inspector General
ED-OIG/A09T0008

22

31 Clery Act crimes were recorded in the Title IX records but were not included in the
Clery Act crime statistics). For example, San Antonio’s Clery Act crime statistics did not
include a 2017 incident that was described on the Title IX case tracking sheet as an oncampus sexual assault and met the Clery Act definition of rape based on the Title IX
records.

3. Analyzing, Reporting, and Documenting Crime Statistics
San Antonio did not have effective controls over its processes for analyzing crime
information to identify and compile the annual Clery Act crime statistics. The Clery
compliance officials’ processes relied on manual review, were prone to error, and
increased the risks of omissions. San Antonio also did not retain appropriate
documentation of its analysis or a summary index of the criminal incidents included in
its Clery Act crime statistics. San Antonio’s current Clery compliance officials stated that
they were not familiar with the former officials’ processes to analyze crime information
to compile the annual Clery Act crime statistics because documentation of the prior
processes was not available.
Analyzing Information and Compiling Reportable Crime Statistics
Because San Antonio did not have effective processes for recording and tracking Clery
Act crimes in its record systems, the Clery compliance officials did not run reports or
queries to identify relevant incidents and instead relied on manual processes for
identifying, analyzing, and compiling the crime statistics. These manual processes were
labor-intensive, led to errors, and increased the risks of significant omissions. The Clery
compliance officials told us that they manually reviewed all cases in the Public Safety
records system to identify reportable Clery Act crimes. However, our testing of selected
incident records identified at least 10 incidents recorded in the Public Safety records
system that San Antonio should have reported but did not.
In 2017, San Antonio did not identify reportable Clery Act crime statistics from all
sources throughout the year and instead compiled the reportable statistics for the year
during the weeks leading up to the annual reporting deadline in October 2018.
San Antonio should identify Clery Act crime statistics from all applicable sources
throughout the year as specified by the Clery Act Handbook. This practice supports the
completeness and accuracy of the crime statistics by enabling timely and thorough
reviews of crime information from all sources and provides opportunities for
communication with relevant parties for clarification of key details of reported
incidents.
Retaining Supporting Documentation for Reported Crime Statistic s
San Antonio did not have effective processes for retaining documentation of its analysis
and a summary index of the criminal incidents included in its Clery Act crime statistics
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for reporting years 2015–2017. For 2015 and 2016, the former Clery compliance officials
retained CSA crime reporting forms, printed case reports from the Public Safety records
system, monthly tally sheets, and annotated incident logs to support the reported crime
statistics. However, the tally sheets and incident logs did not identify which underlying
case reports corresponded to the reported crime statistics in each classification as
necessary to perform quality assurance activities, such as reconciliations. For 2017, the
Clery compliance officials retained only CSA reporting forms and printed case reports
from the Public Safety records system to support the reported crime statistics. Although
San Antonio annotated some of the underlying crime records to identify how the
incidents had been reported, the annotations were inconsistent and many records did
not contain any annotations. The lack of an overall summary index in conjunction with
missing and inconsistent annotations on underlying records increased the risk of errors
when the school aggregated the annual statistics for reporting in the Department crime
survey and the school’s annual security report. To provide adequate support, records for
the Clery Act crime statistics should identify the school’s determination of how each
incident was reported, including the year in which the crime was reported, crime
classification, campus location, and applicable Clery Act geography category.

4. Management Oversight and Quality Assurance
San Antonio did not have effective internal controls for management oversight and
quality assurance over its Clery Act crime reporting process. San Antonio’s written
policies and procedures for campus safety and security reporting did not cover all
significant aspects of reporting Clery Act crime statistics or cover the related activities in
a sufficient level of detail. Additionally, San Antonio did not have management oversight
or quality assurance processes to detect errors in the crime statistics or a monitoring
process to periodically assess the effectiveness of its internal controls over Clery Act
crime reporting.
Written Policies and Procedures
Written policies and procedures are part of effective internal controls. Policies and
procedures facilitate management oversight and support quality assurance by
documenting the internal control responsibilities of the people who carry out the
processes. San Antonio’s campus safety and security reporting policies and procedures
covered the general requirements and responsibilities of the Public Safety department
for reporting Clery Act crime statistics, including required activities related to the CSA
crime reporting process, definitions of campus geography classifications, and reporting
crime statistics by the annual deadline. However, the policies and procedures did not
cover all significant aspects of the Clery Act crime reporting process or cover related
activities in a sufficient level of detail. The policies and procedures did not describe the
specific activities needed to establish effective internal controls over the reporting of
the Clery Act crime statistics, including quality assurance, recordkeeping, management
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reviews, periodic updates, and reconciliations of crime reports. For example, the
procedures stated that the Public Safety department was responsible for compiling and
reporting the Clery Act crime statistics but did not provide detailed guidance on how to
carry out those responsibilities. In addition, the policies and procedures did not cover
identifying and updating the school’s Clery Act geography.
Review Processes for the Crime Statistics
San Antonio did not have effective management oversight or quality assurance
processes to review the completeness and accuracy of the reported Clery Act crime
statistics or to verify that the statistics had been prepared in accordance with applicable
requirements. San Antonio officials told us that they had implemented a review process
for the Clery Act crime statistics after the audit period. However, during the audit
period, one person prepared the crime statistics and no supervisor or other party
reviewed them to identify classification errors, omissions of reportable crimes, or other
quality issues.
Schools can design their management oversight and quality assurance review processes
based on organizational needs, resources, and objectives. Review processes relevant to
the Clery Act crime statistics could include periodically performing any of the following
activities on a test basis to assess the completeness and accuracy of the crime statistics:
1. verifying that the school has correctly identified its Clery Act geography,
2. verifying that the school requested crime statistics from local law enforcement
agencies with jurisdiction over the school’s entire Clery Act geography and
identified any reportable crimes in the statistics it received,
3. confirming that the CSA listing is complete and current and that CSAs are
notified and trained,
4. reviewing supporting crime records to confirm accurate reporting of the
specific crime incidents included in the crime statistics,
5. verifying the completeness of the crime statistics by identifying reportable
crimes in the school’s underlying records and confirming that they are included
in the crime statistics, and
6. screening for data entry errors in the crime statistics that the school reports in
the annual Department crime survey and the annual security report before
finalizing the reported data.
Monitoring
San Antonio did not have an effective monitoring process for its Clery Act crime
reporting function. Monitoring enables management to determine whether a system of
internal control has been appropriately designed and implemented to meet the
organization’s objectives. Monitoring can include ongoing or separate evaluations of the
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function and may be performed by management or by other internal and external
reviewers, such as the entity’s internal audit division or outside reviewers. Detailed
monitoring procedures can include many of the examples of review processes listed in
the section above, but the emphasis of monitoring is on assessing the effectiveness of
the system of internal controls as a whole and identifying areas for improvement.
Preventable Errors in the Crime Statistics
We identified systemic errors that may have been detected or prevented if San Antonio
had designed and implemented effective review or monitoring processes. For example,
San Antonio did not report many of the unreported crimes that we identified because
the principles and definitions applicable to Clery Act crime reporting differed from those
used by law enforcement in key respects and the Clery compliance officials applied the
law enforcement principles instead of Clery Act principles when determining whether
and how to report certain incidents. For example, under the Clery Act, schools are
required to report all alleged criminal incidents reported by CSAs, regardless of whether
the incidents were investigated or evidence was presented to substantiate that the
crime occurred.17 In contrast, for law enforcement purposes, criminal cases require a
higher standard of evidence to substantiate that a crime occurred.

Reasons for the Internal Control Weaknesses
Two primary factors caused weaknesses in San Antonio’s internal controls over the
completeness and accuracy of its Clery Act crime statistics. First, San Antonio did not
solicit or receive adequate feedback from officials possessing appropriate internal
control, information management, or Federal education compliance experience in the
design of its Clery Act reporting processes. As a result, San Antonio did not establish the
reporting of complete and accurate Clery Act crime statistics as an objective, identify the
risks that could prevent it from achieving that objective, or effectively manage
personnel to help ensure complete and accurate Clery Act crime reporting. Second,
frequent personnel changes, including key positions responsible for Clery Act crime
reporting, resulted in officials not performing certain Clery Act reporting activities as
required by San Antonio’s campus safety and security reporting policy and inconsistent
Clery Act reporting activities from one year to the next.
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1. Inadequate Personnel Coordination During the Design of San Antonio’s
Clery Act Reporting Processes
San Antonio did not obtain adequate feedback from officials possessing appropriate
skillsets to help design effective Clery Act reporting processes for the school. San
Antonio had a decentralized internal control structure where the Public Safety
department was responsible for designing and implementing internal controls over the
school’s Clery Act reporting processes. While the Public Safety department had some
assistance in designing the school’s Clery Act reporting processes from officials in the
school’s Institutional Compliance and Risk Services and the University of Texas System
Compliance offices, we determined that personnel with additional skillsets were needed
to assist with designing and implementing effective internal controls.
The Clery Act reporting processes that San Antonio had from January 2015 to
August 2016 helped ensure that it submitted its Clery Act crime statistics to the
Department by the annual reporting deadline, but they did not address all applicable
Clery Act requirements or align with standards of effective internal control. The former
assistant chief of police was responsible for administering all of the school’s Clery Act
reporting processes in addition to performing numerous other law enforcement and
management duties. Assigning responsibility for performing the various Clery Act
compliance functions to one person was not a reasonable allocation of personnel
resources, especially when that person had other law enforcement and management
responsibilities.
In August 2016, San Antonio appointed a new chief of Public Safety who quickly
identified the Clery Act requirements as a high-risk compliance area and worked with
the school’s Institutional Compliance and Risk Services officials to designate Clery Act
compliance as “high-risk” for the school’s annual risk assessment process. While
participating in San Antonio’s risk assessment process, the Public Safety department
identified weaknesses in the school’s Clery Act reporting processes in several areas,
including the identification of Clery Act geography and CSAs. In response, San Antonio
started to design improved Clery Act reporting processes18 with input from officials from
the school’s Institutional Compliance and Risk Services office and the University of Texas
System Compliance Office. The role of the Institutional Compliance and Risk Services
office was to assist the Public Safety department in identifying relevant risks and
developing a risk management plan to ensure the school accomplished its general
compliance objectives. The University of Texas System Compliance Office’s role was to
help San Antonio develop its Clery Act policies and procedures and provide feedback on
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the school’s risk management plan. University of Texas System schools, such as San
Antonio, are responsible for establishing their own risk management activities and
effective internal control over their operations. The University of Texas System
Compliance Office did not require those schools to establish specific policies and
procedures over Federal compliance requirements.
While the risk assessment process helped identify some weaknesses in the school’s
Clery Act reporting processes, San Antonio did not establish an objective to report
complete and accurate Clery Act crime statistics and thus did not identify the risks that
could prevent it from accomplishing that objective. Clearly establishing the reporting of
complete and accurate Clery Act crime statistics as an objective could help San Antonio
to more effectively identify risks and design controls to mitigate those risks by
emphasizing the importance of that compliance requirement.
Personnel from San Antonio’s Information Management and Technology, Title IX, and
Financial Aid departments could have contributed their specialized experience to more
effectively identify and collect crime reports from all relevant information sources.
Additionally, San Antonio could have obtained technical assistance from its Internal
Audit Department to better ensure that those designing its Clery Act reporting
processes had a sufficient understanding of the standards of effective internal control.
Personnel with these skillsets could have helped the Public Safety department establish
appropriate objectives, identify and mitigate risks that could prevent the school from
achieving its objectives, and allocate the school’s compliance resources more
effectively.
At the time of our onsite fieldwork in September and November 2019, San Antonio’s
Clery compliance officials told us that the school had taken action to improve its Clery
Act reporting processes, including identifying additional CSAs, initiating a training
program for CSAs, identifying the school’s owned and leased property listings,
developing Clery Act geography maps, implementing new processes for tracking Cleryrelated criminal incidents in the police record system, updating the Title IX and Student
Conduct records systems, and cross-training a backup for the Clery compliance
coordinator. However, many of these actions occurred during calendar year 2019, which
was after the audit period.
2. Frequent Personnel Changes During the Implementation of San
Antonio’s Clery Act Reporting Processes
Frequent personnel changes in key positions, including the Clery compliance officials
and Title IX coordinator position, resulted in officials not performing certain Clery Act
reporting activities as required by San Antonio’s campus safety and security reporting
policy and inconsistent Clery Act reporting activities from one year to the next. These
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personnel changes created significant challenges for the Clery Act and Title IX
compliance officials during the second half of the audit period.
San Antonio’s Public Safety department made personnel changes when its chief of
Public Safety and Clery coordinator positions were filled in August 2016, and an
executive director for strategic initiatives position was added in January 2017.19 The
Clery coordinator performed the school’s Clery Act reporting activities from August 2016
to August 2018, when she left the school. The executive director for strategic initiatives
took over the former Clery coordinator’s responsibilities in August 2018 and compiled
the annual crime statistics for the 2017 reporting year on short notice to meet the
October 2018 reporting deadline.20 Due to the personnel changes, some of the Clery
coordinator’s responsibilities were not performed as required by San Antonio’s campus
safety and security reporting policy, including notifying CSAs of their responsibilities for
the 2017 reporting year.
San Antonio’s Clery compliance officials also lacked continuity with respect to having
knowledge of prior year operations, Clery Act reporting processes, and records. San
Antonio’s current Clery compliance officials stated that they were not familiar with the
Clery Act reporting processes that the school used before August 2016 because the
records and procedures were not well documented. As shown in Table 4, a different San
Antonio official was primarily responsible for administering the school’s Clery Act
reporting processes in each reporting year covered by the audit period.

19

The executive director for strategic initiatives stated that about 20 percent of her time has been
devoted to managing the Clery Act compliance function, conducting management reviews of annual
crime statistics, and supervising the Clery coordinator position. The Clery coordinator position is
primarily responsible for day-to-day Clery Act compliance duties, such as compiling and reviewing
criminal incident records.
20

In October and November 2018, San Antonio filled the vacant Clery coordinator position and a police
records specialist position to serve as a backup for the Clery coordinator. The Clery coordinator spends
about 60 percent of her time on Clery Act compliance and is responsible for administering the Campus
Public Safety records and external reporting program.
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Table 4. Positions Primarily Responsible for Clery Act Reporting, 2015–2017 Reporting
Years
Clery Act
Reporting Yeara

2015

2016

2017

Position Primarily
Responsible for Clery
Act Reporting

Former Assistant
Chief of Public
Safety

Former Clery
Coordinator

Executive Director
for Strategic
Initiatives

a

San Antonio’s Clery Act crime statistics for 2015, 2016, and 2017 were due to the Department
by October 2016, October 2017, and October 2018, respectively.

San Antonio’s Title IX department also experienced frequent personnel changes in key
positions that limited their ability to assist the Public Safety department in performing
its responsibilities as part of the school’s Clery Act reporting processes. CSAs in the Title
IX department play important roles in identifying and reporting VAWA crimes that they
receive (in their handling of Title IX cases) for inclusion in the school’s Clery Act crime
statistics. Three different people acted in the role of Title IX coordinator during the audit
period, and they were inconsistent in how they performed their Clery Act reporting
responsibilities and communicated the CSA responsibilities to other Title IX personnel.
As a result, the Title IX department underreported the crime reports that they received
using the CSA reporting processes specified in the school’s campus safety and security
reporting policy.
From January 2015 to May 2017, San Antonio’s former Title IX coordinator was
responsible for all Title IX-related CSA crime reporting to Clery compliance officials.
From May 2017 to December 2017, San Antonio had an interim Title IX coordinator who
was responsible for reporting crimes to Clery compliance officials. When the interim
Title IX coordinator left the school in December 2017, the school’s deputy Title IX
coordinator (who had various Clery Act roles and responsibilities) took over the Title IXrelated CSA crime reporting responsibilities and carried out those responsibilities until
December 2018, when San Antonio hired a new Title IX director and Title IX coordinator.
See Table 5.
Table 5. Positions Primarily Responsible for Title IX-Related CSA Crime Reporting,
2015–2018
Time Period

January 2015
through May 2017

May 2017 through
December 2017

December 2017
through
December 2018

Position Primarily
Responsible for
Title IX-Related CSA
Crime Reporting

Former Title IX
Coordinator

Interim Title IX
Coordinator

Deputy Title IX
Coordinator
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Recommendations
We recommend that FSA’s Chief Operating Officer require San Antonio to—
1.1

Allocate sufficient personnel with appropriate internal control, information
management, and Federal education compliance knowledge to timely design
and implement the internal controls described in Recommendation 1.2.

1.2

Define objectives specific to reporting complete and accurate Clery Act crime
statistics in accordance with the requirements of the Clery Act and the
standards of effective internal control, identify risks to meeting those
objectives, and design and implement internal controls to mitigate those risks
and address the control weaknesses included in this finding.

1.3

Establish written policies and procedures covering all significant aspects of the
internal controls described in Recommendation 1.2 and at a sufficient level of
detail to ensure the performance of related activities, including the continuity of
operations, personnel, and records specific to reporting complete and accurate
Clery Act crime statistics.

1.4

Review school records for calendar years 2015–2017 to identify all incidents of
reportable Clery Act crimes that should be included in San Antonio’s Clery Act
crime statistics. Amend the reported crime statistics to correct any errors in the
reported Clery Act crime statistics. Corrections should include, but are not
limited to, the specific reporting errors identified in this report.

We also recommend that FSA’s Chief Operating Officer—
1.5

Determine if FSA should take action against San Antonio, including fine action
under 34 C.F.R. Part 668 Subpart G, for the Clery Act violations identified in this
report.

San Antonio Comments
San Antonio stated that it was committed to addressing the finding and
recommendations outlined in the draft report. San Antonio generally agreed with the
finding and acknowledged that its Clery Act processes were not effectively designed or
consistently performed during the audit period. San Antonio did not explicitly agree or
disagree with our recommendations; however, San Antonio provided a summary of the
corrective actions that it planned to take in response to Recommendations 1.1 through
1.4. San Antonio did not respond to Recommendation 1.5 which recommended that
FSA’s Chief Operating Officer determine if FSA should take action against San Antonio
for the Clery Act violations identified in this report. San Antonio also detailed other
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improvements to its Clery Act compliance program that it had initiated during the audit
period and while our audit was underway.
San Antonio disagreed with our Clery Act reporting determinations on 25 of the
55 unreported criminal incidents that we identified in the draft report. San Antonio
stated that, in its opinion, the 25 incidents did not meet the elements of the applicable
crime reporting classifications or did not definitively occur on the Clery Act geography.
We included the full text of San Antonio’s comments at the end of this report. We
redacted the names of San Antonio personnel from the school’s comments to protect
their privacy interests and excluded, due to the volume, the exhibits provided by San
Antonio with its comments.

OIG Response
The corrective actions that San Antonio described, if properly implemented, are
responsive to Recommendations 1.1 through 1.4 in this report. Our report describes San
Antonio’s processes that were in place during the audit period. As a result, some of the
corrective actions that San Antonio described in its comments were not included in our
report because they were implemented after the audit period.
We reviewed the information that San Antonio provided related to its disagreement
with 25 of the 55 unreported criminal incidents that we identified in the draft report.
We did not agree with San Antonio’s comments on the 25 incidents and did not remove
any of the incidents from our audit report. During the audit, we completed detailed
verification procedures for each of the unreported criminal incidents that we included in
the draft report. We provided a preliminary listing of unreported criminal incidents to
San Antonio officials for review and comment, analyzed the additional information San
Antonio provided for each incident, and explained the basis of our determinations to
San Antonio officials. Based on these verification procedures and our review of San
Antonio’s records, we validated that the 25 incidents met all necessary criteria to be
reported under the Clery Act. The additional information San Antonio provided in
response to our draft report was not sufficient to change our determinations. We did
not make any changes to the audit report in response to San Antonio’s comments.
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Other Matter. San Antonio’s Daily Crime Log Did
Not Meet Requirements
Schools with a Public Safety department are required to maintain a daily log of all crimes
that occur within their Clery Act geography or their Public Safety patrol jurisdiction
(34 C.F.R. Section 668.46(f)). The crime log is intended to provide crime information to
students and school staff timelier than the annual Clery Act crime statistics. The Clery
Act Handbook provides schools with the flexibility to use either Federal Bureau of
Investigation’s Uniform Crime Reporting classifications (which correspond to the
classifications used in the Clery Act crime statistics) or local crime classifications in the
daily crime log. San Antonio’s daily crime log used local crime classifications. When a
school uses local crime classifications instead of the Uniform Crime Reporting
classifications, reconciliation of the crime log to the reported crime statistics is not
possible due to differences in how crimes are defined and classified. For example, the
State of Texas did not have a crime classification comparable to the Clery Act crime of
“fondling” during the audit period. Some of the incidents classified under the Texas law
as “assault by contact” met the Clery Act definition of fondling, but it was not possible
to determine whether an incident of assault by contact was reportable fondling without
reviewing the underlying crime incident records.
Due to the differences in crime classifications between San Antonio’s daily crime log and
its Clery Act crime statistics, we concluded that the crime log could not function as a
control over the completeness or accuracy of the crime statistics. However, we
identified a reportable weakness related to San Antonio’s daily crime log during our
review. The crime log should include all crimes reported to Public Safety, including
crimes initially reported to a CSA or local law enforcement agency that are subsequently
reported to Public Safety, and should be updated within 2 business days of the receipt
of the crime report (34 C.F.R. Section 668.46(f)(2)). However, San Antonio’s daily crime
log generally included only incidents that were directly reported to Public Safety and
recorded in the Public Safety records system. San Antonio did not consistently enter
crime reports from other sources into the crime log, such as Clery Act crimes that CSAs
reported.
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We suggest that San Antonio revise its crime log procedures to ensure that it enters
reported crimes from all applicable sources into the log within 2 business days of the
receipt of the crime report.21

San Antonio Comments
San Antonio stated that it planned to take corrective actions in response to our
suggestion, such as revising its crime log procedures to ensure that it enters reported
crimes from CSAs into the crime log within 2 business days. San Antonio also said that it
plans to initiate conversations with local law enforcement agencies to establish a realtime exchange of crime information rather than only obtaining crime reports from local
law enforcement agencies on an annual basis.

OIG Response
San Antonio’s planned corrective actions, if properly implemented, are responsive to
our suggestion.

21

At the time of our audit fieldwork in September 2019, Clery compliance officials told us that they had
implemented a process that would include crimes reported by CSAs in the daily crime log. However, San
Antonio did not have a process for entering crime reports received from local law enforcement in the
daily crime log.
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Appendix A. Scope and Methodology
We evaluated San Antonio’s processes (policies, procedures, and activities) for
collecting, analyzing, and reporting Clery Act crime statistics for the Department’s
2018 crime survey, which presented crime statistics for calendar years 2015–2017. Our
review covered San Antonio’s reporting of criminal offenses, hate crimes, and Violence
Against Women Act (VAWA) crimes. We did not assess San Antonio’s reporting of
arrests and disciplinary referrals for violations of weapons, drug abuse, or liquor laws.
We also did not assess San Antonio’s controls over compliance with Clery Act
requirements not directly related to the completeness and accuracy of the crime
statistics, including those for emergency response and evacuation, timely warnings,
policy statements, missing student notifications, or fire safety.
We performed the following procedures to answer the audit objective:
1. Reviewed the Clery Act (Section 485(f) of the Higher Education Act of 1965, as
amended); implementing regulations (34 C.F.R. Section 668.46); and
Department guidance (Clery Act Handbook) to gain an understanding of school
responsibilities for collecting, processing, and reporting complete and accurate
Clery Act crime statistics.
2. Used the Integrated Framework (May 2013) and the Clery Act Handbook to
identify the standards of effective internal control that were significant to the
audit objective and to assess the design, implementation, and operating
effectiveness of those controls.
3. Interviewed officials at the University of Texas System and San Antonio to gain
an understanding of San Antonio’s overall internal control structure and
processes for collecting, analyzing, and reporting Clery Act crime statistics.
4. Obtained and reviewed documentation related to San Antonio’s processes for
collecting, analyzing, and reporting Clery Act crime statistics, including
documentation related to the following areas:
a.
b.
c.
d.
e.
f.
g.
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identifying and updating the Clery Act campus geography;
requesting crime statistics from local law enforcement agencies;
identifying, notifying, and training CSAs;
maintaining a CSA reporting process;
maintaining the daily crime log;
processing and compiling the annual Clery Act crime statistics; and
reporting the annual Clery Act crime statistics in the annual security
report and the Department crime survey.
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Records Selection and Testing Methodology
Due to the weaknesses in San Antonio’s processes for collecting, recording, and tracking
crime reports, we could not identify a reliable population of all potentially reportable
Clery Act incidents during the audit period. As a result, we did not perform statistical
sampling to identify specific crime incidents for detailed testing. Instead, to assess
completeness of the reported crime statistics, we judgmentally selected crime incidents
that were potentially reportable under the Clery Act for review.
To identify potentially reportable Clery Act crime incidents for testing, we reviewed
crime records in each of the significant electronic and paper records systems that San
Antonio used to record Clery Act-related incidents during the audit period. We
performed both manual review and queries or keyword searches to identify incidents
that may be reportable under the Clery Act, using our professional judgment to identify
relevant search terms. For example, we identified incidents that included terms such as
sexual assault, domestic violence, and stalking. We focused our review on the most
serious crime types, using the Federal Bureau of Investigation’s hierarchy of crime
reporting as a measure of the seriousness of specific crime classifications. As a result,
our testing emphasized VAWA crimes over crimes such as burglary or motor vehicle
theft. Overall, we identified 353 incidents that were potentially reportable under the
Clery Act for review. We then evaluated whether each incident was a reportable Clery
Act crime based on the requirements and guidance in the Clery Act Handbook, and if so,
we determined whether San Antonio had included the crime in its reported crime
statistics. The results of our testing of criminal incident records apply only to the
incidents that we reviewed and cannot be projected to the larger population of all
records.

Use of Computer-Processed Data
Computer-processed data from San Antonio’s Public Safety, Student Housing, Student
Conduct, and Title IX records were significant to the audit objective. The computerprocessed data from these record systems were the best and only sources of data about
the completeness and accuracy of San Antonio’s reported Clery Act crime statistics, and
as discussed in this report, there were known weaknesses in the reliability of the
computer-processed crime data. Specifically, we could not obtain reasonable assurance
that Clery Act crime incidents were properly recorded in the records and could be
reliably identified for reporting purposes without a 100-percent review of all underlying
records.
Due to the known weaknesses in the reliability of the computer-processed crime data,
we did not use the data itself to support the audit finding and conclusions. Our only use
of the computer-processed crime data was to help identify crime incidents for detailed
testing as described in the “Records Selection and Testing Methodology” section. Our
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testing results were supported by underlying source documentation, such as police and
disciplinary records for specific incidents, and not by unreviewed computer-processed
crime data. As a result, our testing results were not affected by the weaknesses in the
reliability of the computer-processed data. It was not necessary to perform a full or
structured data reliability assessment on the data due to our limited use of the data. We
performed limited data reliability review procedures to gain an understanding of the
record systems, assessed the reasonableness of the computer-processed data for our
intended use, and screened for any obvious deficiencies in the completeness and
accuracy of the data. Although the computer-processed crime data had known
limitations in reliability, we determined that the data were sufficiently reliable for our
limited use as described above.
In addition to computer-processed crime data that was directly significant to the audit
objective, we also used other types of computer-processed data as supplementary
evidence, such as San Antonio’s crime log, that contributed to the audit finding and
conclusions but were not significant in the context of the audit objective or audit results.
These data provided supplementary evidence to support conclusions that we had
already drawn based on other evidence rather than standalone evidence to support
conclusions. As a result, we did not deem it necessary to perform extensive data
reliability assessment procedures on these data. However, we gained a general
understanding of the sources of the data and other relevant information to help us
confirm the reasonableness of the data for our intended use. Although the data had
certain limitations in reliability, we determined that the data was sufficiently reliable for
our limited use as supplementary evidence.
We held an entrance conference and performed audit work at San Antonio’s campuses
in San Antonio, Texas, during the weeks of September 16 and November 11, 2019. We
held an exit conference to discuss the audit results with San Antonio officials on
June 19, 2020.
We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objective. We believe that the evidence
obtained provides a reasonable basis for our finding and conclusions based on our audit
objective.
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Appendix B. San Antonio’s Reported Clery Act
Crime Statistics Totals for 2015–2017
Main Campus

Downtown Campus

Murder

0

0

Manslaughter

0

0

Rape

16

0

Fondling

8

2

Incest

0

0

Statutory Rape

1

0

Robbery

4

1

Aggravated Assault

1

1

Burglary

20

0

Motor Vehicle Theft

24

2

Arson

1

0

Domestic Violence

8

1

Dating Violence

20

0

Stalking

9

0

Hate Crimes

0

0

Unfounded Crimes

6

0

Clery Act Crimea

SOURCE: AGGREGATED FROM SAN ANTONIO’S 2018 SUBMISSION TO THE DEPARTMENT
CRIME SURVEY
a

Includes the crime totals that San Antonio reported to the Department in the 2018 crime survey
and does not reflect the unreported crimes that we identified during the audit.
b

Schools report crimes in four geographic categories: on-campus, on-campus student housing,
public property, and non-campus property. We aggregated the total number of crimes that San
Antonio reported in each crime type for all geographic categories of each campus, excluding
student housing facilities because those crimes are also included in the count of on-campus
crimes.
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Appendix C. Acronyms and Abbreviations
C.F.R.

Code of Federal Regulations

Clery Act

Jeanne Clery Disclosure of Campus Security Policy and
Campus Crime Statistics Act

Clery Act crime statistics

campus crime statistics reported in the annual
Department crime survey

CSA

campus security authority

Department

U.S. Department of Education

Department crime survey

Department’s annual Campus Safety and Security Survey

FSA

Federal Student Aid

Integrated Framework

Committee of Sponsoring Organizations of the Treadway
Commission’s “Internal Control – Integrated
Framework”

OIG

Office of Inspector General

standards of effective
internal control

internal control standards of the Integrated Framework

Title IV

Title IV of the Higher Education Act of 1965, as amended

Title IX

Title IX of the Education Amendments of 1972

San Antonio

University of Texas at San Antonio

VAWA

Violence Against Women Act
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San Antonio Comments
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