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Enabling your laptop for EduroamView your list of wireless networks: Click on the bars in the lower right of the desktop:

I Currently connected to: 4 &l

|| _3== AirRowdy_Fac_Staff 84
Internet access

“== Unidentified network |
Mo network access

Dial-up and VPN v |8
Wireless Metwork Connection ~
AirRowdy_Fac_Staff Connected 1.1“
=
eduroam 1.“1 | |
i
UTSA_PD |
AirRowdy_Guest :ﬂl
Open Network and Sharing Center

Open “Network and Sharing Center.”
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Change adapter settings

Change advanced sharing
settings
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View your basic network information and set up connections
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Change your networking settings

? Set up a new connection or network
. Set up a wireless, broadband, dial-up, ad hec, or VPM connection; or set up a router or access point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or YPN network connection.

Access files and arinters located on other netwark computers, or change sharing settings.

ﬂ Choose homegroup and sharing eptions

Troubleshoot problemns
Diagnose and repair network problems, or get troubleshooting information.

Click on “Manage wireless networks.”
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Manage wirzless networks that use (Wireless Network Connection)

Windows tries te connect to these networks in the order listed below,

Add  Adapter properties  Profile types  Metwork and Sharing Center

Networks you can view, modify, and recrder (1}
9; AirRowdy_Fac_Staff Security: WPAZ-Entzrprise Type: Any supported Automatically connect
= =

Click on “Add.”
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@ ! Manually connect to a wireless retwork
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How do you want to add a network?

A« Manually create a network profile

n "= This creates a new networs profile or locates an existing network and saves a profile
for the netwerk on your cemputer. You need to know the network name (5510 and
I security key (if applicable),

& (Create an ad hoc network

This creates a temporary retwork for sharing files or an Internet connection

Click on “Manually Create a network profile.”



Enter information for the wireless network you want to add

Metwaerk name: eduroam

Security type: [WPAE-Enlerpnse ; f']

Encryption type: [,-AES -]

Security Key: | | ["IHide characters

[¥] Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Suceessfully added eduroam

<+ Change connection settings
Open the connection properties so that I can change the settings.

Click on “Change connection Settings.”



[

Security type: [WPAE-Entamse

Encryption type: [AES

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) v|[ settings

Remember my credentials for this connection each
time I'm logged on

[

Security type: | WPA2 Enterprise

Encryplion type: [HES

Choose a network authentication method:

[ Microsoft: Protected EAP (PEAP) || settings

Remember my aredentials for this connection each
time I'm logged on

Then click on the “Settings” button.
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When connecting:
Validate server certificate
Connect to these servers:
eduroam.utsa.edu

Trusted Root Certification Authorities:
7] accvraIZi

ACEDICOM Root (d
ACNLB

[ Actalis Authentication CA G1

[ Actalis Authentication Root CA

AddTrust External CA Root

7] AdminCA-CD-TO1

' Wi [

D Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAR v2) '] [ Configure... l

Enable Fast Reconnect
["| Enfarce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy |

Click on the “Configure” button.

| EAP MSCHAPY2 Prope m ==

When connecting:

0 Automatically use my Windows logon name and
password (and demain if any).

Uncheck the automatically use my Windows logon box and click “OK.”



When connecting:
Validate server certificate

Connect to these servers:

edurcam.utsa.edu

Trusted Root Certification Authorities:

[ accvraIzl

[7] AcEDICOM Root

ACNLB

[ Actalis Authentication CA G1

[ Actalis Authentication Fioot CA

AddTrust External CA Root

AdminCA-CD-TO1

14 1 =

[l »

Ij Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

|secured password (EAP-MSCHAP v2) «] [ configure... |
Enable Fast Reconnect
Enfarce Netwark Access Protection

[| Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy |

Security type: | wPa2-Enterprise

Encryption type: [AES

Choose a network authentication method:
[ Microsoft: Protected EAP (PEAP) || settings |

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Click on “Advanced settings” button.




ot
502, 1¥ settings | 802, 11 settings

Spedify authentication mode:

’Use;or.com:te:a.rﬁ"mtiaﬁm v] | Save credentials i

[ pelete credentials for all users

[T Enable single sign on for this network

(@) Perform immediately before user logon

Perfarm immediately after user logon

Masimurn delay (seconds): | 10 =

[V] Allow additional dialogs to be displayed during single
sign on

[ This network uses separate virtual LANSs for machine
and user authentication

Check the box “Specify authentication mode” and select “User or computer authentication”
Click “OK.”

- _
eduroam Wireless Network P

Security type: | WPA2 Enterprise ~|

Encryplion type: [HES vl

Choose a network authentication method:

[ Microsoft: Protected EAP (PEAP) || settings

Remember my aredentials for this connection each
time I'm logged on

Advanced settings

Click “OK” again.



Successfully added eduroam

. % Change connection settings
: Open the connection properties so thatI can change the settings.

Click “close.”

hﬂ:[l » Control Panel » MNetwork and Internet » Manage Wireless Networks - il Search Manage Wireless Networks 0 i

Manage wirzless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Remowve Movedown  Adapter properties  Profiletypes  Metwork and Sharing Center

Metworks you can view, modify, and reorder (2}

Ef edurcam Security: WPA2-Entzrprise Type: Any supported
Y

Automatically connect

Is:—-l- AirRowdy _Fac_Staff Security: WPAZ-Enterprise Type: Any supported
- 2
e -

eduroam Profile name: eduroam Radio type: Any supported
Security type: WPAZ-Enterprise Mode: Automatically connect

Click the red “X” to close this window.
Connect to eduroam :

Click on the bars in the lower right of the desktop:

Autornatically connect




Click on eduroam and “Connect.”

Currently connected to:

AirRowdy_Fac_Staff 84
Internet access

Unidentified network
Mo network access

Dial-up and VPN

Wireless Metwork Connection

AirRowdy_Fac_Staff

edurcam

UTSA_PD

AirRowdy_Guest

Open Network and Sharing Center

Enter your UTSA email ID and passphrase:

MNetwork Authentication
Please enter user credentials

‘I_ _| Ili_ |your.emai|@utsa.edu |
L_ | ..............| I

I OK I ’ Cancel

This Security Alert window will pop up the first time you log in. Just click “Connect.”
mws Security Alert M

' The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so expases
you to security risk by a possible rogue server.,

(=] Details [ teminate | | connect

You will then be connected.
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