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Overall Summary:
The review of the controls and processes in this department is not an audit, nor does it substitute for an audit.  The purpose of this review is to provide, in a consultative manner, an objective evaluation of internal controls in the area and to alert the manager to potential risks.

Although it is not possible to determine with certainty whether fraud will occur, the Office of Institutional Compliance and Risk Services believes that your department has a moderate risk of fraud. 
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	Category
	Risk Level
	Suggestions/Recommendations

	Overview: 
· Mission Statement (
· Goals and Objectives (
· Policies and Procedures ( (a)
· Standards of Conduct Guide (
· Compliance Training (
· Awareness of Compliance Hotline(b)


	
	(a) Best Practice: Written procedures should be developed for critical systems and/or processes.
(b) The Compliance Hotline Poster should be prominently displayed.



	Fiscal Management - General:
· Statement of Account reconciliations: 

· Segregation of duties  (
· Perform monthly reconciliations (
· Management review (
· Receipt of cash, checks or credit cards: 
· Segregation of duties ((b)
· Endorsement of checks ( (c)
· Checks entered on check log (
· Reconciling cash register tape/log to deposits (
· Security of Cash (
· Telephone logs (
· Scholarship compliance n/a
· Petty cash n/a 

	

	(b) There is no set procedure for collecting monies.  Any employee that is at the window at that particular time is responsible for collecting the cash and/or checks.
The person receiving checks or cash should be a person who is not responsible for logging the checks or cash.  In addition, the person preparing and making the deposit should not receive funds or log the checks or cash.

Recommendation: Procedures should be implemented for segregating the receiving and logging of checks and preparing the deposit.

(c) Recommendation: It is recommended that the department obtain an endorsement stamp so that the checks are immediately endorsed, locked and stored upon receipt. 
Best Practice: A department that receives cash and/or checks should have a system in place for recording those receipts, e.g. log.  The log should be compared to the deposit receipts from Fiscal Services. 


	Fiscal Management – Purchasing:
· Purchasing function:
· Segregation of duties (
· Management review  (
· ProCard:
· Segregation of duties (
· Perform monthly reconciliation (
· Management review (
 
	

	

	Fiscal Management – Capital Asset Management:
· Annual physical inventory (
· Ordering inventory (
· Maintaining inventory records (
· Segregation of duties (
· Security of Inventory (
	
  
	

	Fiscal Management – Gifts:
· Gift processing n/a 
	N/A
	

	Human Resources:
· Time reporting (
· Professional development (
· Hiring Process (
· Separation process (
· Annual reviews (
· Position descriptions (
	
	

	Emergency Preparedness:
· Evacuation plan ( (e)
	!
	(e)  Although managers are not responsible for disseminating evacuation plans to staff; all staff should be informed of the emergency procedures for their building.  Contact the UTSA Police Department for information.

	Information Security:
· Confidentiality (
· Social Security Numbers (SSNs)  (
· Encryption (
· Passwords (
· Internet Usage (
	
	


Management is responsible for establishing internal controls in order to mitigate the risk of fraud. Information and training concerning business practices and associated internal controls can be found at http://www.utsa.edu/leadershipaccount/.  If additional assistance is needed, please feel free to call the Office of Institutional Compliance and Risk Services for consultation.
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 Compliant with or non-significant departure from university policy, procedures and/or best practices 

!
Important Information










