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Great leadership has often been defined, even by
our Immediate Past President Kevin Robinson, as
leaving things better than you found them. My
initial experience as the editor of the CandU
Auditor certainly highlights the strong foundation
provided by our outgoing ACUA President Kevin
Robinson and my predecessor, Mel Hudson-
Nowak. Mel handed over a strong team of section

and copy editors that have truly done
the lion’s share of the work in
recruiting authors, soliciting articles,
and preparing those articles for
publication. The end result is a
publication that should help you, the
campus auditor, to leave things on your
campus a little better than you found
them.

BRIEF OVERVIEW AND
FUTURE ISSUES
The Winter 2009 CandU Auditor theme is
“Campus Safety, Security, and Privacy.” CandU
Auditor took several different approaches when
addressing these issues. We solicited analyses of a

recent report by the Texas State Auditor’s Office
(SAO) pertaining to campus safety. Paige Buechley
and Charlie Hrncir from the great state of Texas
highlight key points from the Texas SAO’s report
that are very relevant to every institution of higher
learning. Lee Kernek from the University of
Central Florida detailed the results of a recent
emergency management drill on her campus, and
our very own Mel Hudson-Nowak provided
detailed guidance on how to conduct an emergency
management audit. Also included are two articles
on privacy – another article by Mel Hudson-
Nowak pertains to the privacy “roadblocks” that
auditors might face, while an article by Chris
Kyriakakis and Sabrina C. Serafin addresses the key
components of a privacy audit. Finally, Randye
Kaye penned an article on reducing workplace
conflict and Guest Columnist Wilson Crider
detailed potential information technology threats
associated with Web-based applications.

Our Spring 2009 edition will focus on “Higher
Education Compliance Challenges.” Several
interesting articles are already lined up for this
issue to include an article on the difference between

audit and compliance and another article
on establishing a compliance program for
institutions without compliance officers.
Looking forward to the summer, our theme
is “Globalization and International
Programs: Risk and Opportunity.”
Proposed articles for this edition include
everything from a review of “GAAP vs.
IFRS” to the new International
Professional Practices Framework from the
Institute of Internal Auditors.

On the lighter side, our ACUA Life section
includes some words of wisdom from both
our ACUA President Dick Dawson and
our Immediate Past President Kevin
Robinson. Readers are also provided a
short introduction to ACUA Board
Member Toni Messer. Future editions will
include additional opportunities to “meet”
members of the ACUA Board and to
receive updates on ACUA Committee
activity. �

Do We See a Theme?

LETTER FROM
THE EDITOR

Great leadership has often

been defined as leaving

things better than you found

them.

By John M. Fuchko, III, MBA, CIA,
CCEP, Editor



The vision statement for the Association of College
and University Auditors (ACUA) declares that:
ACUA members will be the recognized resource for
higher education leaders who manage and address
risk. Achieving that vision will take a team effort.
This is not to insinuate that little has been done
toward reaching this goal. On the contrary, the hard
work of each preceding Board has helped set a
direction and tone for ACUA so that its members
can be that recognized resource.

For those that attended the Wednesday night dinner
dance in Phoenix, you know that Kevin Robinson
(ACUA Past President) and his band of merry men
from Auburn University dressed as the Village
People, leading us in their rendition of “A-C-U-A”
as opposed to “Y-M-C-A.” It occurred to me that
ACUA does have a lot in common with the concept
of the “Village People.” We are a diverse group with
many different skills and aptitudes, representing a
large geographic base. You may recall that Hillary
Clinton wrote a book entitled It Takes a Villagewhere
she advocates for a society that meets children’s
needs. While I don’t want to belabor the tenet of her

book, I do find an interesting
parallel between the Village People’s
appearance at the dinner dance,
Hillary Clinton’s book and ACUA.
It will take the coordinated effort of
a Village to help ACUA achieve its
goals.

The successful growth of a child
requires a clearly defined set of
values. The same is true for ACUA.

Values provide strong guidance to each member by
setting the tone and direction for decision-making
and strategic planning. The ACUA Board has
established a set of values that will support the
success of our association and allow us to reach our
vision. These values are as follows:

• Integrity
• Open sharing of information
• Camaraderie
• Respect
• Commitment to excellence
• Innovation

Having said this, how do we go about achieving the
vision? In January 2008, the Board met to revise the

current strategic plan. Our vision, mission,
core values and goals have essentially remained the
same. However, some of the strategies to accomplish
our goals were updated to reflect where we are today.

I encourage you to get a copy of the ACUA strategic
plan and become familiar with it. We have two
important goals.

Goal A: ACUA will be its members’ indispensable
resource for education, knowledge exchange, best
practices and networking.

While we are actively working toward this goal,
ACUA needs to better identify the needs and wants
of its members. We will conduct more periodic short
surveys that will provide us with valuable
information to better serve ACUA members. Please
participate in these surveys when you receive one.
We also need to obtain more useful demographic
information about your audit shops. Once obtained,
we need to analyze that information so we can
develop products and services to help our members.
In August, you should have received a survey from
Dr. Urton Anderson from The University of Texas at
Austin. He is conducting research on behalf of
ACUA, the Institute of Internal Auditors (IIA), and
The University of California System. The purpose of
this survey is to obtain information that will help
establish appropriate staffing levels. The results
should help our members determine the appropriate
staffing size for their audit function.

In support of the core value of camaraderie, we
would also like to bring back the concept of the
“host institution.” Many of the newer members do
not remember the days before ACUA had a
management firm handling its events, when hosts
coordinated everything. While we do not want to
revert back to having the host institution solely
responsible for activities, we would like to bring
back some of the camaraderie that having a “host
institution” might bring. For example, we could
allow the host to have an information table,
providing an excellent opportunity to showcase their
institution with brochures, slide shows, videos, etc.
Rick Gfeller from the University of Arizona System
did an excellent job of putting together Web site
information and arranging extracurricular activities
at the Phoenix Conference.
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Values and Vision

LETTER FROM
THE PRESIDENT

By J. Richard Dawson, CPA, CIA, President
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(see “Values and Visions,” page 11)

Goal A: ACUA will be its

members’ indispensable resource

for education, knowledge

exchange, best practices, and

networking.
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LETTER FROM
THE IMMEDIATE PAST PRESIDENT

I have always believed that the basic goal of leading
an organization is fairly simple: leave the
organization better than you found it when you
took over leadership. It is my hope that at least in
some small way my year as ACUA President has
done just that, however I will leave it to others to
judge that outcome.

During the past year, the ACUA Board refreshed
our strategic plan and spent the year focused on
carrying out the activities to support our two
primary goals: A. ACUA will be its members’
indispensable resource for education, knowledge
exchange, best practices and networking; B.
ACUA will be the principal advocate of internal
auditing in higher education.

One primary point of emphasis for my term as
president was to build relationships and alliances
with outside organizations. We believe this is
imperative for our association because it helps raise
the visibility of our profession which consequently
benefits all our members. This is a critical
component of ACUA’s strategic plan. First, we
have much to learn from other associations and
need to work toward leveraging the knowledge
they can bring to us. Second, we have much to offer
these other associations with respect to the “audit
view” of risk, controls and governance. While the
cliché “win-win” is overused, this is actually one
circumstance where I believe it does apply.

We made inroads with several notable
organizations, including the University Risk
Management and Insurance Association (URMIA),
the National Association of College and University
Business Officers (NACUBO), the Association of
Governing Boards (AGB) and the Institute of
Internal Auditor’s Research Foundation — just to
name a few. We will continue to build upon these
relationships in the years to come. This will ensure
that ACUA, and consequently the internal audit
profession, will have a seat at the table when
important issues emerge within higher education.

This year also represents a milestone with respect
to association management for ACUA. As you
know, ACUA engages an outside company to
handle our business and conference operations.
This year, after an extensive process and hours of
discussion, the Board selected a new provider:
Applied Measurement Professionals (AMP) from
Kansas City, KS. You will learn more about AMP
in the coming months and I know you will be
impressed with our new partner. Stephanie
Newman will serve as our new Executive Director
and she is already busy learning about our
profession and association. It is also sad to say
goodbye to our long-term partner Association
Resources (AR). AR did many great things for us
over the years and we appreciate the partnership we
had with them. We wish them continued success
even though we are parting ways.

I also want to thank the Board, Committee Chairs
and vast number of volunteers who made my year
as ACUA President so very rewarding. I am simply
amazed at the tremendous talent within our
association. I am also confident that ACUA will
continue to grow and prosper in the years ahead. I
urge you to get involved and be a part of this
wonderful association. You will learn much and
meet many amazing people who will become not
only business colleagues but also friends. Thank
you for allowing me to serve as your president. �

Looking Back

By Kevin Robinson, CIA, CFE,
Immediate Past President
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Toni Messer is one of the newest
members of the ACUA Board.
Toni is the Director of Audit

and Compliance at the University of
Texas at Dallas (UTD). She earned a
bachelor of business administration
degree in accounting from Texas A&M
University. She is a both a certified
public accountant and a certified internal auditor.
Toni worked for the Texas State Auditor’s Office for
seven years and has worked for UTD for over 16

years. Toni is the single
mom of two children
Rachel (age 12) and Ryan
(age 10) … and the family
dog, Saki (age 15). Toni is
proud to point out that she
was the 4th grade spelling
bee champion for her
elementary school.
However, she lost the

district championship over the word bronchitis.

CandU Auditor readers might be surprised to know
that Toni has been to Silver Dollar City in Branson,
MO every single year of her life. (Toni refused to
disclose exactly how many years other than to

comment, “That’s a lot of years!”). She also
plays Wallyball two to three times a week
at UTD’s Activity Center.

Toni shared her top goals for the association
as an ACUA Board member. She proudly
stated that her goals are to support ACUA’s
strategic goals. Specifically, she wants to

continue to provide valuable and memorable
educational opportunities to members and improve
the host committee concept for Midyear and
Annual Conferences in support of the ACUA goal
of “ACUA will be its members’ indispensable
resource for education, knowledge exchange, best
practices and networking.” Toni also wants to
improve the monitoring of industry trends and
enhance relationships with other associations in
support of the ACUA goal of being “the principal
advocate of internal auditing in higher education.”

Toni also offered some indispensable advice for
members who want to get the most out of their
ACUA membership:
1. Participate … on ACUA-L!
2. Participate … in conferences and Webinars!
3. Participate … by volunteering to be on a

committee or writing an article! �

Meet Your ACUABoardMembers –
ToniMesser
By John M. Fuchko, III, Editor

Toni shared her top goals for the

association as an ACUA Board

member. She proudly stated that

her goals are to support ACUA’s

goals.
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Picture above are members of the incoming ACUA Board of Directors.
Seated from left to right are: Board Member-at-Large Helen Vanderland, Board Member-at-Large
Toni Messer, and Secretary/Treasurer Tina M. Maier.
Standing from left to right are: Board Member-at-Large Phillip W. Hurd, Vice President
Mark Paganelli, President J. Richard (Dick) Dawson, Immediate Past President M. Kevin Robinson,
Board Member-at-Large Scott Pierce, and Board Member-at-Large Vijay Patel. Photo: Kim Turner



COMPENSATION FOR OUTSIDE
BUSINESS
Mary Barnett posed a question to the “Collective”
regarding accepting payment and whether to use
vacation time for speaking or consulting
engagements.
• Kim Herrenkohl shared excerpts from
Washington’s Ethics In Public Service Act,
which states employees cannot accept payment
from sources other than the university,
foundation or alumni association. Honorarium
payments may be accepted upon approval.

• Rita Moore also cited state law which indicated
a requirement for faculty to receive approval and
report anticipated hours spent on the project
before doing any outside consulting. Actual
hours must be reported afterwards.

• According to Phill Armanas, if the activity is in
any way related to their work, the University of
South Australia gives the option to have the
payment deposited into an account that may be
subsequently used for similar activities.

• Charlie Hrncir says Texas A&M employees may
be reimbursed for expenses, but may not accept
consideration for services they would not have
been asked to provide but for their official
position.

• Kim Turner weighed in on whether those
performing QARs are compensated for their
time. She participates for expense
reimbursements only and has not taken vacation
time because the work also benefits her and her
shop.

• When Don Holdegraver speaks to an outside
group, he takes vacation if compensated and is
only reimbursed for expenses. When performing
QARs as an independent reviewer, he has done so
for actual expenses. Because of the value to the
University for CPE credits earned, he does not
use vacation time.

COMPENSATING CONTROLS
Many of our universities struggle with staffing
problems. Barry Miller asked about what
compensating controls to suggest when a dual
control over the opening of mail is not feasible.
Paul Christiansen suggested separating most of the
cash handling risk from the recordkeeping side of
the transaction by having the individual opening
the mail endorse the checks right away, thus
limiting the ability to misappropriate them. The

cashiers then record the payments to the
appropriate account. Keeping logs was not at the
top of the list of the responders due to time
constraints and inaccuracy. Although many
responders were not fond of logs, some examples of
their usefulness were to aid in tracking payments to
the account they were posted, and identifying if a
check had been returned or if it was forwarded to
another area.

RED FLAG RULES
One topic of high interest on ACUA-L was the
FTC Red Flag Rules for which mandatory
compliance began November 1, 2008 with some
enforcement of its rules delayed until May 1, 2009.
The rules require certain creditors and financial
institutions to have identity theft prevention
programs. Parts of the rule cover many colleges and
universities if, for instance, they participate in the
Federal Perkins Loan program or offer deferred
payment plans for tuition. Those schools must
develop programs that provide for the
identification, detection and response to patterns,
practices, or specific activities – known as “red
flags” – that could indicate identify theft. Joe
Pickard suggested forming a task force to
implement the program and to appoint a person
responsible for maintaining an institution’s
identity theft prevention program. CarolAnn
Lazarus proposed that the red flag requirements
might be folded into what already exists for
protection of confidential data.

THE TIMES WE LIVE IN
Paul Stone wrote that the impact of the current
economic conditions has some private institutions
tightening their budgets in anticipation of the
economic impact due to falling enrollments.
Contributing factors are availability of financial aid
due to tight credit, parents having lost money in
the stock market and the associated loss of equity
in their houses, decline in donor giving and
un/under/employment. Fred Chavez questioned
whether anyone had seen a report that footnotes the
impact of the economy on universities, and called
for vigilance since the economic downturn has
caused two corners of the fraud triangle to increase
significantly. Sylvia Budd reported that external
auditors made reference to the economic
uncertainty in a separate note in the financial
statements. �
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Inside ACUA-L

Compiled by Brenda Mowers, ACUA Life Copy Editor
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The Privacy Argument

INTRODUCTION
When we think about privacy, there are two major
factors that appear to be driving the debate –
availability of information and a willingness to
share private information. Recalling consumers’
attitudes regarding privacy 30 years ago, it was not
unusual for people to share personal information
such as their name, date of birth and political
beliefs on their clothing, tattooed arms, buttons or
bumper stickers. Today, those methods of
communication have been complemented by social
networking sites such as FaceBook, MySpace and
Classmates.com. People of all ages are sharing,
often as a demonstration of their artistic prowess,
both superficial and deeply personal information.
At the same time, many people in the past 15 years
have gone from a simple entry in their local phone
book to having a complete composite profile
available on the Web.

Along with this change in attitudes towards
privacy, there is an exponential increase in the
availability of personal information. This is mainly
due to the advances in storage capability, the
proliferation of e-commerce and indexing
innovations that make data availability almost
instantaneous. This evolution of technology and
desire to share personal information raises new
questions, such as “what are the privacy
expectations of the consumers?” and “what are the
responsibilities of businesses and administrators to
protect (and react) to personal information?”

Privacy is a nascent concept for many businesses
and industries; however, there are several industries
where privacy risks have been catapulted to the
foreground. Higher education is one of those
industries. Soon after the Virginia Tech tragedy in
April 2007, many eyes turned to the complicated
privacy laws that impeded the sharing of
information between education, law enforcement
and healthcare. As often happens in the wake of a
tragedy, rules and regulations were examined and
revisions proposed to address a situation that until
that time was incomprehensible.

As an auditor, it is necessary to understand the
risks that create significant exposure to the
organization and the expectations of administrators
to mitigate those risks. In this article, we will
provide a background of the evolving privacy

requirements as risks to institutions of higher
education and a framework for performing a
privacy audit.

PRIVACY AND DATA PROTECTION
In general terms, privacy encompasses the rights of
individuals and the obligations of organizations
with respect to the collection, use, disclosure and
retention of personally identifiable information.
“Personally identifiable information” refers to any
information that identifies or can be used to
identify, contact or locate the person to whom such
information pertains. This type of information,
regularly utilized by academic institutions, is
subject to certain data protections. While
regulation is in place to guarantee students the
right to privacy (see Family Educational Rights
and Privacy Act or FERPA), student data is
particularly vulnerable due to the vast need to
share and distribute student data within the
academic institution (e.g., among departments)
and externally (e.g., transcripts).

KEY REGULATIONS
Managing privacy risks often starts with
understanding the regulations and authoritative
guidance governing the institution. Two
significant privacy laws enacted to protect students
are FERPA, as it relates to sharing of educational
records, and the Health Insurance Portability and
Accountability Act (HIPAA), as it relates to
sharing of health and treatment records.

FERPA
FERPA, enacted in 1974, was designed to protect
students’ personal information from such mundane
exposures as having their grades posted on a
bulletin board to more intricate requirements on
how the states may transmit grades to federal
agencies. As it currently stands, FERPA provides
basic protections for students and parents. The
requirements relate only to colleges, universities,
and other educational agencies that receive federal
funding. FERPA’s primary requirements for the
schools include:
• Providing students over the age of 18 access to

inspect their educational records
• Providing students with copies of their

educational records upon request
• Redacting personally identifiable information

about other students that may be included in a
student’s educational records

ABOUT THE AUTHORS
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Photos: Phil Hurd
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• Consideration of a request to amend inaccurate
or misleading information

• Providing a hearing if the request above is
declined

• Requiring a student’s consent (signed and
dated) before disclosing educational records

• Annually notifying the students of their rights
under FERPA.

As a note, these protections are largely granted to
parents when the student is under the age of 18
and the protections relate to educational records
and specifically exclude health records that might
be held by the institution. (Paraphrased from US
Department of Education Web site)

HIPAA
Originally enacted in 1996 to regulate the
healthcare industry, HIPAA was created in
response to the increasing ease of sharing health
information electronically between doctors,
medical organizations and insurance companies. A
specific section of the Act, referred to as the Privacy
Rule, focuses on the protection of private
information. The Privacy Rule took effect in 2003
and spawned the recognition of a new term,
Protected Health Information (PHI). PHI is any
information regarding the health status, healthcare
or payment of services that can be linked to an
individual (e.g., names, SSNs, medical treatments,
diagnoses, etc.). Some of the significant
requirements of a healthcare institution include:
• Documented privacy policies and procedures
• A designated privacy official to develop and

implement the policies and procedures
• Training and communication of the policies and

procedures
• Proper administrative, technical and physical

safeguards to protect PHI from being disclosed
in violation of HIPAA

• Documentation and record retention
requirements that extend six years for documents
and records identified under the Privacy Rule.
(Paraphrased from the US Department of Health and
Human Services Web site).

FERPA and HIPAA are only two, albeit the
largest, examples of an amalgamation of
complicated state and federal laws designed to
protect consumers’ information. It is this
complexity that has been deemed by many as one
of the major obstacles in preventing the Virginia
Tech tragedy.

As a result, new legislation was proposed in early
2008 to amend FERPA and to simplify some of
these unnecessary complexities. The proposed
amendments would give more latitude to
educational administrators and allow them to share
personally identifiable information without the
consent of the student when certain circumstances
arise. The updated language also clarifies FERPA
rules of disclosure when required under the US
Patriot Act and the Campus Sex Crimes Prevention
Act.

Considering the complexity of privacy laws and the
inability of many to keep their personal
information secure, it is becoming a greater
challenge for institutions to manage their risk
policies and for auditors to evaluate and report on
the design and implementation of those policies.
For many audit departments, privacy has become
one of the top compliance and reputational risks in
their organizations.

PRIVACY IN ACADEMIC INSTITUTIONS
The news is inundated with stories of privacy
breaches in every industry, and academic
institutions are not immune to scrutiny. Regardless
of a university’s existing privacy policy and
practices, auditors must gain an understanding of
the effectiveness of the supporting processes. Enter
the privacy audit.

MECHANICS OF A PRIVACY AUDIT
A privacy audit examines the policies and
procedures surrounding the collection, use,
disclosure and retention of personally identifiable
(and often proprietary) information that is
commonly utilized by academic institutions.
Auditors must ensure that information processing
controls are sufficient to meet privacy
requirements and standards by reviewing the ways
in which information is used, handled, modified
and manipulated. Below are four steps for auditing
privacy, along with questions to ask to determine
the status of privacy protection within the
organization.

Identify Privacy Risks
The most important step in a privacy audit is to
identify the privacy risks that are present
throughout the institution. The auditor must gain
an understanding of how personal information is
collected, used, stored and disclosed and then
must evaluate the potential privacy risks to that
information.

One of the most effective and thorough means to
identifying these risks is to gain an understanding
of how data flows through the organization. Each
data access point can be considered a potential risk
area. For each data access point:

• Understand what protection mechanisms are in
place and who is responsible for implementing
them

• Determine how personal information is used at
that point and to whom it is disclosed

• Ascertain whether outside organizations are
allowed access to the information and how that
happens.

Evaluate Existing Policies and Procedures
Once the universe of privacy risks has been
established, it is important to understand what
policies and procedures are in place to govern
privacy and manage those risks. Consider the
information management procedures and the
processes for collecting, maintaining and using

(continued from “The Privacy Argument,” page 7)
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personal information. What is the process for
managing privacy and confidentiality issues? Answers
to these questions will help the audit team better
evaluate and quantify the risks identified in the first
step.

Test Key Controls
A basic understanding of risks and the corresponding
controls will point to the tests necessary to truly reveal
the organization’s formal and informal privacy
practices. Testing of key controls will include:
• Access controls that are in place to protect personal

information from unauthorized modification or use,
damage and loss

• Procedures for password use
• Procedures for database administration
• Personnel procedures
• Control procedures for the wide-area network and

local area networks
• Physical security of the computer systems
• Procedures for the storage and disposal of data

output.

Assist Management with the Resolution of
Findings and Issues
Following testing, results must be summarized and
reported in a way that guides the organization toward
a comprehensive plan to mitigate privacy issues and
findings. The report will be geared toward the
organization’s particular needs, helping it migrate to a
strong privacy management program. Findings will
provide recorded assurance that privacy issues have
been appropriately identified, adequately addressed or
brought to senior management for further direction.

Typical recommendations include:
• Limit access to those who require it
• Adequately secure data
• Publish the corporate privacy policy; train

employees
• Manage data in accordance with sensitivity
• Build an incident response plan
• Limit sensitive data collection and posting
• Verify compliance with privacy regulations
• Establish information retention and destruction

rules
• Require and enforce confidentiality and non-

disclosure agreements.

Identified risks and solutions should be used by the
organization to remediate gaps in business processes
and procedures to better protect sensitive data, comply
with laws governing data security, develop effective
compliance strategies and put best practices into
action.

SUMMARY
As custodians of private data, the responsibility of
educational institutions should be to formulate, plan,
implement and support privacy standards and tools
protecting the personally identifiable information of
faculty, staff, students and graduates. Structuring an
academic privacy program requires the ability not only
to deal with where data collection, access and disclosure
may provide risk at a given point in time, but also the
ability to change within a rapidly evolving
environment. Auditors are in place not only to ensure
that the collection, access and display of data are in
compliance with expectations, privacy laws and
standards, but also to provide a framework and
guidance for that compliance. �
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(continued from “Values and Visions,” page 3)

Another way to support camaraderie is to continue
development of the ACUA ambassadors. This is a group
comprised of longtime members with a history of
involvement in ACUA activities. This group might
include past Board and Committee Chairs, Board or
Committee members, and individuals who are willing to
extend the reach of the Board by attending the first-
timers reception and watching out for individuals who

appear disconnected at conferences.
These individuals will continue to
play other important roles in
ACUA’s future, such as
representing our group with other
associations.

We also want to continue developing the “ACUA Risk
Dictionary” by using it to communicate risk and
controls on emerging areas important to higher
education. We have spent a lot of time and effort on this
project and I believe it is not only one of the most
valuable member benefits, but is also vital to the
achievement of our vision. When Kevin Robinson, Mark
Paganelli and I met with representatives of the

Association of Governing Boards (AGB) and the
National Association of College and University Business
Officers (NACUBO), they were both impressed and
extremely interested in this project.

Goal B: ACUA will be the principal advocate of internal
auditing in higher education.

Kevin Robinson began the process of formalizing
agreements and relationships with other higher
education groups like AGB, NACUBO and the
University Risk Management and Insurance Association
(URMIA). Fostering these relationships will benefit
ACUA members. He will continue those efforts as
immediate past president.

I believe ACUA has come a long way thanks to the
innovative ideas, hard work, and dedication of ACUA
members, both past and present. But much more can
still be done to make ACUA a recognized leader in
higher education. It does take a “Village,” so please
contact Mary Barnett (ACUA Volunteer Coordinator) or
any of the Board members if you are interested in
volunteering for any of our important activities. �

Goal B: ACUA will be the

principal advocate of internal

auditing in higher education.



INTRODUCTION
I grew up in New York City, where my gardening
experience was confined to one houseplant. But I
have since learned – mostly through trial and lots
of error in my own suburban backyard – a thing or
two about nurturing healthy gardens. Many of the
same principles can be applied when it comes to
reducing – and preventing – conflict in your
workplace.

Let’s begin by defining what we mean by conflict.
Whenever more than one person is in the room,
there is bound to be disagreement, either expressed
or unexpressed. Disagreement, or mild conflict, is
a fact of life. In fact, it is an extremely healthy
element in a successful workplace. Disagreement
can foster growth in an organization, stimulate
creativity and problem-solving, and lead people to
know each other better. If handled well, mild
conflict can actually increase trust.

It is when conflict gets out of hand, however, that
the workplace becomes toxic. Whether people hold
their feelings in or lash out at others, the result can
be hurt feelings, impaired teamwork, and/or severe
internal stress. From there, the unresolved
disagreements can trigger a series of chain
reactions. Before you know it, you have angry
clients, workplace resentment, people taking sides
and high employee turnover. When mild conflict is
allowed to fester, it spreads more quickly than the
dandelions in my front yard. And then you can
barely see the rest of the lawn.

Conflict – like my dandelion problem,
unfortunately – never ends. However, it can be
managed – internally by each of us, and externally
by the leadership within your organization. Here
are nine secrets that can help.

NINE SECRETS
1. The right conditions. Most of my gardening
failures – which, unfortunately, is most of my
gardening – stem from not taking the steps to
properly assess and prepare the soil. I know I
should have the soil tested, dig deep to loosen the
dirt, add fertilizer and other mystery elements.
Without that – well, you know. With that – well,
witness my neighbor’s beautiful garden.

In the workplace, this groundwork translates into
management skills. For your clients, it may mean
setting up a realistic picture of what to expect from
the audit process. One ACUA member told me
that a client got very upset when presented with a
post-audit evaluation to fill out. Because she had
not expected this, the client’s first reaction was
something like, “What? You’re auditing me again?
Haven’t we had enough scrutiny?” If she had
known in advance that this evaluation was part of
the process and what it was, that moment of
discomfort might have been prevented. Similarly,
some clients may have preconceived notions about
the audit itself. Will this mean people will be
fired? Salaries decreased? Addressing concerns up
front can prevent misunderstanding later on.

Likewise, the atmosphere among co-workers
benefits from a clear idea of ground rules,
expectations and the process for airing grievances
and solving problems. Show me a workplace where
no one can speak up, and I will show you a
workplace where workers feel undervalued and
unsafe. Conversely, if disagreements are well-
handled and feedback is welcome, the atmosphere
is as good as my neighbor’s soil. Plants – and
people – thrive in a realistic atmosphere where
expectations are clear, individuals and teams are
valued and growth can occur with a minimum of
misunderstanding.

2. Recognize that conflict comes in stages. If an
individual “suddenly” loses his temper, workers
quit their jobs after a short time, or clients are
consistently giving poor marks in evaluations – it
did not happen overnight. Conflicts – like weeds in
a garden – are still a fact of life, no matter how rich
the soil. They come in predictable stages, however,
and each stage has its own set of management
skills. Michael Staver, CEO of The Staver Group,
describes them this way: Stage one is the trigger or
event itself. Someone is criticized in front of
everyone, or a client does not agree with her audit
results. Without early action, this can lead to
escalation (stage two) or crisis (stage three). Here,
too, the skills used will affect the eventual
resolution (stage four) and emotional result
(stage five). If the baseline and stage one skills are
consistently employed, the need for damage
control is greatly reduced.
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3. Take responsibility. Dispel the myth that it is
always the other guy’s fault. It is the gardening
equivalent of refusing to pull out the weeds
because they “shouldn’t” be there. Every event that
happens – yes, every event – is filtered through a
personal set of thoughts and feelings – many of
which come from past experience, deeply
ingrained. A snowstorm can be seen as a wonderful
thing to a ten-year-old who gets a day off from
school. But that same blizzard may cause stress,
and even anger, in the adult who now has to find a
babysitter and get to work through the snow.
Either way, it is the same weather. It is our thoughts
about it – and the resulting feelings – that color the
event.

So it is with the challenges of working with others.
If we always blame the other guy, or the event, we
never have to take responsibility for improving our
own attitudes and actions. This all begins with
simple awareness.

No matter what is in the soil, you are the gardener.
Some of the decisions are yours to make, and each
will have a result. For instance, you can remain
calm if things start to heat up by doing three
things: breathe (it gives you a moment to take in
both some needed oxygen and also the situation
itself); notice your own self-talk (“What am I
telling myself about this situation or this
person?”); and remember to take the problem
seriously instead of yourself (this can give you some
greatly-needed perspective).

4. Empathy. We are seldom the only one tending
our garden. Like it or not, there are other gardeners
in the mix, at work and at home. Each of us has
needs, and the biggest mistake we make in
managing conflict is spending too much time
defending ourselves and not taking a moment to
consider what the other gardeners need – and on the
realities of what the plants themselves need to
thrive. If you plant tomato seeds 1” apart instead of
the recommended 24” or so, you are not getting
great tomatoes no matter how right you think you
are. In fact, how much of conflict eventually just
boils down to “proving” we are right? It is our ego
that may need that proof, but it does not solve the
problem. When we exhibit empathy for the other
party’s needs and perceptions, we are on the way to
a constructive solution. When this happens
consistently, we have a healthier baseline for all
workplace conflicts. People want, above all, to be
heard, understood and valued. Empathy means we
care about their side of things.

5. Listening and responding skills. Empathy is
best exhibited in the way we listen to and respond
to others. If a conflict is left to escalate, then anger
becomes the problem. Anger is usually about ego
needs like respect and control. The quickest way to
inflame another gardener’s ego is to listen poorly.
Conversely, listen and respond well and you may
nip conflicts in the bud.

What does listening mean? First of all, let the
other person talk. Most of the time we listen
autobiographically – that is, we pay attention for
about 30 seconds and then our own ego has a thing
or two to say. We wait for an opening and then
jump right in to defend ourselves, top a complaint
with a larger one or tell the other person how they
should feel. Much more effective is to focus on the
other person, try to understand what he or she is
really saying and filter for the real issue and
feelings.

The way you respond is also vitally important.
Some responding skills include reflecting back
what you heard, or think you heard. What you
heard may not be what was meant, and you may
need to check for understanding, using “I”
language. An example: “I just want to make sure
I understand. Did you say…? Did I get that
right?” Acknowledge the situation and feelings
(empathy again); ask questions to clarify. “That is
a tough situation, tell me more,” goes a lot farther
than “Aw, come on – it can’t be that bad. Let me
tell you what happened to me last week.”

6. Preserving dignity. Whether someone is
voicing a complaint calmly or about to explode,
things will only get worse if they feel they are
being judged, ignored, or attacked. Anger happens
most often out a sense of injustice, incompetence or
personal attack. Allow the angry person to save face.
If you do not, you will have a second, larger
problem later on. If anger and ego become the
primary issue, the underlying problem never gets
resolved. Remember: other people’s perceptions are
real to them! If the situation calls for it, admit
mistakes and apologize, then try to refocus on the
issues underlying the anger. Keep in mind: how can
we solve this problem?

7. Learn crisis skills. If the first six secrets are
consistently implemented, then you will hopefully
not have too many conflicts that reach stage three
(crisis). However, it is best to know what to do in
case they do. Arm yourself with skills; bring anger
management and conflict resolution training to
your workplace. There you will learn things like
this: at stage three, the angry person thinks he has
taken control of the situation, but in fact is way out
of control. At this point, anger becomes the real
issue, until things calm down. Referee skills – such
as always asking permission to get involved – can
also be taught. The secret here is to be prepared, like
having a fire escape plan in your family. We hope
we never have to use crisis skills, but it makes sense
to have them.

8. Learn problem-solving skills. No matter how
calm everyone seems after the storm, issues will
only resurface if not addressed in the resolution
stage. At this point, there is often regret or
embarrassment over stage three behaviors,
promises made and wounds to heal. The worst
thing you can do is to ignore this stage and hope
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the problem will go away by itself. The best thing you can
do is to discuss what caused the trigger in the first place
and then see how a rerun can be prevented. Again,
training can teach skills for brainstorming, problem-
solving and negotiation. These range from where to sit
around the table to how to find common ground and
follow up on solutions. It is about mulch, weeding and
Miracle-Gro: investments in the garden’s success.

9. Leadership. Every incident, even after the “problem”
is solved, has an emotional aftermath. Secret #9 actually
brings us right back to #1, creating an atmosphere
conducive to productivity, satisfaction and growth. Is your
workplace a place where people understand the mission and
their part in it? Do the workers and clients feel valued? Is
feedback welcome or discouraged? In autumn, when the
garden begins to go to sleep, you have the opportunity to
make some plans for next spring – and keep them.

The best secret to conflict resolution is to follow the steps
for conflict prevention and reduction. Be prepared. Stay
aware. Train for the future. Nip it in the bud, and you’ll
have a lot less weeding to do in the future. �
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When we think of campus safety, we
usually think of the police department
or the office of risk management;

however, as auditors, we play an important role in
keeping our campuses free of crime and ensuring
that our institution can appropriately respond to
emergencies. Every institution in the University of
Texas System has responded to some sort of
emergency on campus in the past few years. Some of
these emergencies were more difficult to recover
from than others. For example, UT El Paso had to
close the campus during student orientation due to
severe flooding from Hurricane Gustav; Hurricane
Dolly caused more than $800,000 in damages to UT
Brownsville; and UTMedical Branch in Galveston is
still recovering fromHurricane Ike. The ability of an
institution to quickly recover from a disaster
depends in part on the quality and
comprehensiveness of the institution’s emergency
management plan.

In October 2008, the Texas State Auditor’s Office
(SAO) issued An Audit Report on Campus Safety
and Security Emergency Management Plans at
Texas Public Universities. The audit involved
reviewing emergency management plans at 35
public universities, surveying personnel about
emergency management practices, reviewing
annual security reports and conducting on-site
visits at six of the 35 public universities. Although
the SAO report does not include any specific
recommendations for institutions, their overall
observations and recommendations can be useful in
preparing for a campus safety audit. The full report
can be found at their Web site: www.sao.state.tx.us.

STATE AUDITOR’S OFFICE REPORT
KEY POINTS
Key Elements and Implementation Status of Emergency
Management Plans Vary Among Universities
The SAO used the National Incident Management
System standards as criteria for their review of
emergency management plans. While all of the 35
public universities had developed these plans, the
audit concluded that the elements and concepts
addressed in these plans differ among the
universities because the State does not have
emergency management requirements specific to
higher education institutions. Categories that were
consistently addressed included Concept of

Operations, Organization and Assignment of
Responsibilities, and Direction and Control.
Categories that could be improved included Plan
Approval, Implementation Situations and
Assumptions, and Development and Maintenance
Readiness Levels.

Universities Face a Variety of Potential Hazards
The SAO report lists the significant incidents that
have affected Texas public universities including
campus lockdown, a tropical storm and hurricanes,
an infectious disease outbreak and a serious boating
accident. The SAO report highlights UT Austin’s
emergency management plan that addresses 42
major hazards ranging from potential fires to
terrorism-related incidents. The SAO report
concludes that a comprehensive risk assessment can
help universities plan for hazards and identify
critical hazard mitigation activities.

Universities Could Improve Their Reporting of Campus
Security and Crime to Better Comply with the Clery Act
Colleges and universities that receive Title IV
student financial aid must comply with the Clery
Act. The Clery Act requires institutions to collect
and report crime data and security policy
statements. It also requires institutions to
immediately notify the campus community upon
the confirmation of a significant emergency or
dangerous situation. Violations may result in fines
of up to $27,500 by the US Department of
Education. According to Security On Campus
(www.securityoncampus.org), a non-profit
organization dedicated to safe campuses for college
and university students, the US Department of
Education has conducted more than 260 program
reviews since 1994. Some of the focused program
reviews have resulted in fines of up to $200,000.

The SAO report found that two of the 35 public
universities did not produce and distribute an
annual report. Seventeen of the 33 reports they
reviewed did not include all required information
in their 2007 annual security reports, including
disclosing their policies for preparing the annual
security report, who prepared the report and from
what sources the crime statistics were collected.
The auditors reviewed the required daily crime
logs at the six institutions where they conducted
on-site work and found that the logs at two

Campus Safety and Security
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universities did not always include the date and
time the crime occurred and the date and
disposition of complaints.

While Universities Have Implemented Some Emergency
Preparedness Measures, Additional Steps Could Be
Taken
The SAO report found that while most universities
conduct risk assessments, nearly half of the 35
universities do not incorporate these assessments
into their emergency management plans. One
university stated that it never conducts risk
assessments and nine universities stated that they
conduct a risk assessment less than once per year.
The SAO report also concludes that universities do
not ensure that all personnel with a role in
emergency management receive emergency
preparedness training. The audit also found that
universities can improve preparedness by
conducting more frequent exercises of their
emergency plans. Recent revisions to the Clery Act
require institutions to include in their annual
report a statement of current campus policies
regarding immediate emergency response and
evacuation procedures including testing these
procedures on an annual basis.

Universities have implemented emergency notification
systems
The audit found that all 35 universities reported
having more than one system available for
emergency notification including e-mail, Web site,
text messaging and public address systems. Some
universities automatically enroll all students,
faculty and staff into the notification system while
others give students an option to sign up for
campus alerts.

Universities could enhance their use of emergency resources
by entering into mutual aid agreements and identifying
available resources
The audit also determined that universities could
enhance their use of emergency resources by
entering into mutual aid agreements with external
entities. Twenty-six of the 35 universities reported
that they had a formal mutual aid agreement with
local government entities and the remaining nine
universities did not have agreements with any
external entity. The SAO report provides a list of
federal and state emergency management resources
and determined that some universities are not fully
using these resources. In addition, almost 70
percent of the universities were able to identify
specific equipment in their inventory available for
emergency operations and 20 percent indicated
that specific budgets were set up for emergency
operations. The remaining universities did not
have budgets for emergency operations, but used
emergency funds from other departments.

Universities Have Taken Steps to Mitigate Their
Exposure to Hazards and Limit Potential Losses
The audit found that all 35 universities reported
they had incorporated mitigation activities into

their emergency management programs. These
mitigation activities include providing mental
health resources to the campus community and
offering education and outreach programs. The
SAO report highlighted the University of Texas at
Austin’s Behavior Concerns Advice Line. This
confidential hotline allows faculty, students and
staff an opportunity to discuss their security
concerns about another individual’s behavior. This
service is a partnership among the Office of the
Dean of Students, the Counseling and Mental
Health Center, the Employee Assistance Program
and The University of Texas Police Department. In
addition, The University of Texas at Austin has
developed educational brochures and made
available a 20-minute video, “When Lightning
Strikes – Shots Fired,” developed by the Center for
Personal Protection and Safety, on what to do in
the event of an active shooter on campus. Other
mitigation activities are implementing physical
security measures around campus such as cameras,
blue light emergency phones and student patrols.

While the State Auditor’s Office audit showed the
state of campus security in a point in time, to
accurately understand the state of campus security
and safety at your institution, it is important to
know the history of campus security and how the
program was developed.

CAMPUS SAFETY AT THE UNIVERSITY
OF TEXAS SYSTEM
Campus security has always been an important
issue at The University of Texas System. In
response to the September 11th incident, the UT
System Chancellor began a security initiative and
asked each of the 15 institutions to form a working
group to oversee an increase in physical security
measures at its campus. This year, institutions in
the UT System were asked to perform an audit of
campus safety as part of their annual audit plan due
to its high risk and heightened awareness from
other campus incidents. The audits will include
determining compliance with the Clery Act and
reviewing emergency management plans. The
audits incorporate the biennial inspections of the
institution police departments performed by the
UT System Police that include a review of Clery
Act compliance.

Last year, UT System identified Student Health
Centers as a high risk and requested the IA
departments to perform an audit. In response to
the Virginia Tech incident, procedures were added
on the coordination between the Student Health
Centers, Mental Health Counseling and Police
Departments and how the institution responds to
threatening behavior by a student.

RESOURCES FOR CONDUCTING
CAMPUS SAFETY AUDITS
There are several resources available that can assist
with planning a campus security audit. The US
Department of Education provides a checklist for
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Clery Act compliance in their Handbook for
Campus Crime Reporting. The National
Integration Center Incident Management Systems
Integration Division, established by the Secretary
of Homeland Security, provides the National
Incident Management System so responders from
different jurisdictions and disciplines can work
together to respond to disasters and emergencies,
including acts of terrorism. The Texas State
Auditor’s report also provides a list of federal and
state resources for emergency planning and
management.

Finally, it is important as auditors to be aware of
crime on each campus. Under the Clery Act,
institutions are required to maintain a daily log of
all crimes reported to the police department. Some
universities publish those logs. For example, The
University of Texas at Austin has a daily e-mail
that reports selected crimes. Information in these
daily logs can provide information on potential
fraud or areas in need of increased security. �
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Wander across any college or university
campus in early October and it becomes
immediately apparent that higher

education is a unique business. Campuses can be
large or small, urban or rural, residential or
commuter and yet they all share a characteristic
flow of students, faculty, staff and guests that is all
about people.

Auditors know that in a people business, risks to
health and safety have a big impact. Catastrophic
events can result in loss of life or property,
disruption to campus mission and activities,
financial loss and, in extreme cases, an inability for
the institution to recover. While it may seem
unlikely that catastrophic events will happen at
any given institution, campus shootings at
Virginia Tech and Northern Illinois and floods in
New Orleans and Iowa City illustrate the real
impact of low likelihood events.

A FRAMEWORK FOR AUDIT
The audit team at the University System of
Georgia has developed a comprehensive audit
program for reviewing emergency management at
institutions of higher education. Based on the
Federal Emergency Management Agency (FEMA)
draft white paper, “Principles of Emergency
Management”1 (Principles), the audit program is
created around eight broad principles. The
Principles state that an emergency management
program must be: 1) comprehensive, 2)
progressive, 3) risk-driven, 4) integrated, 5)
collaborative, 6) coordinated, 7) flexible and 8)
professional.

Taken together, the Principles provide a framework
for meeting the mission of emergency
management, which the Principles define as to
“protect communities by coordinating and
integrating all activities necessary to build, sustain
and improve the capability to mitigate against,
prepare for, respond to and recover from threatened
or actual natural disasters, acts of terrorism or other
manmade disasters.”

PRINCIPLE 1: COMPREHENSIVE
The Principles define a comprehensive program as
one in which “emergency managers consider and
take into account all hazards, all phases, all
stakeholders and all impacts relevant to disasters.”

Although hazards, stakeholders and impacts may
be terms largely understood by auditors, the idea of
emergency management phases may be new. The
phases were defined in the Comprehensive
Emergency Management Model2 as:
• Mitigation. Those activities and actions

designed to prevent or reduce losses from
disaster.

• Preparedness. The development of plans and
capabilities for effective disaster response

• Response. The immediate reaction to a
disaster. It may occur as the disaster is
anticipated, as well as soon after it begins

• Recovery. Those activities that continue
beyond the emergency period to restore
critical community functions and manage
reconstruction.

To assess whether an emergency management
program is comprehensive, auditors should start
with interviews with senior emergency
management officials to understand how they
handle each of the four phases. In addition to
interviews, document review should be completed
of both the business continuity portion of the
campus emergency plan and the processes and
procedures to ensure accurate record-keeping
during a disaster.

PRINCIPLE 2: PROGRESSIVE
Progressive emergency management means that
“emergency managers anticipate future disasters
and take preventative and preparatory measures to
build disaster-resistant and disaster-resilient
communities.” As the number and severity of
disasters increase, it is important to not simply
wait to respond to conditions, but to understand
the unique exposure faced at your institution and
what is being done proactively to reduce the
likelihood and severity of a catastrophic event.

To determine whether an emergency management
program is progressive, auditors can evaluate
whether the institution is investing resources and
making a high-level commitment.
• To understand resource investments, auditors

should review budget information for the
current period and the last two years and look at
both on-going funding and one-time special
expenditures.

• High-level commitment can be understood
through interviews with emergency
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management staff to understand whether needs
have been communicated to institution
leadership, addressed in a timely manner and
prioritized so that high risk items (i.e., both
high impact and high probability) are addressed
in the right order. Communication to the
broader institution community also indicates
the amount of high-level support given.

• In addition to institutionally unique risks, this
assessment step should also include review of
the Pandemic Flu Plan. The FEMA Disaster
Assistance Policy 9523.17 states that, “Over an
expected period of two years, between 15% and
35% of the U.S. population could be affected by
an influenza pandemic, and the economic
impact could range between $71.3 and $166.5
billion.” Given the residential nature of our
environment, the impact to higher education
would be significant.

PRINCIPLE 3: RISK-DRIVEN
Auditors should have no trouble relating to a risk-
driven approach – one in which sound risk
management principles (i.e., hazard identification,
risk analysis, and impact analysis) drive the
assessment of priorities and resources. The process
that should be used by emergency managers to
identify areas for review is remarkably similar to
the process for determining an audit plan.

To determine whether an emergency management
program is risk-driven, auditors should determine
whether a comprehensive list of hazards has been
identified, and review each hazard to ensure that
the relative risk has been considered in the
development of specific mitigation measures for
each hazard.

PRINCIPLE 4: INTEGRATED
An integrated emergency management program is
one that ensures “unity of effort among all levels of
government and all elements of a community.”
Integration requires building of partnerships
among disciplines and across sectors. Those
partnerships should facilitate communication and
shared decision-making among stakeholders.

To determine whether an emergency management
program is integrated, signed Memorandums of
Agreement (MOA) or Understanding (MOU)
should be collected and reviewed. MOAs or MOUs
should exist between the institution and
appropriate community partners, and may be
appropriate with other emergency management
partners depending on scope of operations (e.g., an
institution that performs research involving
potential biological pathogens may establish some
arrangement with the Centers for Disease Control).

The review of the MOA or MOU should make
clear what obligations exist for both parties, and
interviews with personnel should confirm
understanding of those obligations. Local or state
regulations may also mandate certain

requirements, especially for public institutions.
The important point at this step is that emergency
management must be integrated into daily
decisions, not just during times of disasters, to
ensure that when an event occurs all parties are
united in their efforts.

PRINCIPLE 5: COLLABORATIVE
To be collaborative, emergency managers “create
and sustain broad and sincere relationships” that
build an environment where coordination of efforts
during an event will work. Collaboration is
different than coordination. Coordination involves
identification of specific tasks that need to be
completed and assignment of roles and
responsibilities; collaboration ensures that the
right individuals are involved and that when they
are called they have a sincere desire to listen and
actively participate in the solution.

It is more difficult to determine whether an
emergency management program is collaborative
because it is based on the existence and strength of
relationships. A first step would be to ask the
emergency management team for a list of on-
campus and off-campus community partners.
Interviews can be completed to understand the
depth of existing interaction with those partners
and can be qualitatively assessed. Inclusion of key
partners in training or a recent campus drill may
indicate on-going interaction, while a response
that, “we’ve never met Mark, but we hear he’s a
good guy” may lead to concern.

PRINCIPLE 6: COORDINATED
When efforts are well-coordinated, emergency
managers “synchronize the activities of all relevant
stakeholders to achieve a common purpose.” Using
a sports analogy, if collaboration means that
everyone is willing and interested to be on the
team, coordination means that the coach then
understands what plays should be called and that
all of the players understand and are ready to
execute. Everyone has a shared objective and
believes that the play called is the best way to
accomplish it.

To determine whether an emergency management
program is coordinated, several areas can be
evaluated:
• Review the institution’s communication
plan. Are the right groups included? Are plans
in place to address failure of primary and
secondary communication methods? Where
will the key leaders meet to coordinate efforts?
Is contact information accessible during power
outage?

• Inspect the institution’s emergency
operations center. Is the center ready to
operate during all of the hazards identified in
the risk assessment?

• Review the processes for handling
evacuations. The detailed considerations for
evacuating students from campus, or receiving
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community members who need to be sheltered,
are complex. Controls for communication,
logistics, procurement, funding and security
should be assessed.

PRINCIPLE 7: FLEXIBLE
Emergency managers that “use creative and
innovative approaches in solving disaster
challenges” meet the flexible principle. No single
strategy exists to reduce or eliminate risk, and in
emergency management, identifying a range of
mitigation strategies allows managers to identify
not only the most efficient solution, but also the
one that is most likely to work in any given
circumstance – i.e., effective. Flexibility has a role
in each of the four planning stages: mitigation,
preparedness, response and recovery, and the
important aspect in each is that one size does not
fit all. Managers must be prepared to adapt quickly
based on new information and insight.

To determine whether an emergency management
program is flexible, a few suggestions are made.
Does the plan identify authority to waive standard
procedures in cases of emergency? Is a secondary
authority identified, in case the primary authority
is unavailable? Also, consider what has been
learned through interviews and document review:
Is there more than one course of action or response
identified for each major element?

PRINCIPLE 8: PROFESSIONAL
Emergency managers that are professional “value a
science and knowledge-based approach” that has a
common shared foundation. Understandings of
ethics, a network of professional associations,
certifications, specialized knowledge and use of
best practices all create a foundation that ensures
that emergency management is a profession – not
just a discipline or avocation.

To determine whether an emergency management
team is professional, both competency and
demonstration of skills for handling emergency
situations should be assessed. Because it is unlikely
that institutions will go through an actual event
that can be used to assess the professionalism
of individuals and the team as a whole,
institutional drills can provide a good alternative.
Do the drills mirror real-life expectations
including communication patterns and involved
participants? Are the drills table-top or conduct
consistent with real logistical challenges? Do
participants complete an “after-action review” to
share lessons learned both from what went well and
what needs to be improved?

THE BOTTOM LINE
The vision outlined in the Principles states that
“emergency management seeks to promote safer,
less vulnerable communities with the capacity to
cope with hazards and disasters.” Dealing with the
threat of a significant event is like any other risk
that auditors assess; no control can eliminate all
risk, and if it could, the cost would likely be
unaffordable. Therefore, the goals become “safer”
and “less vulnerable.” In the people business of
higher education – where institutions are built
anywhere there is a population that needs to learn
and everyone carries a backpack – audit has a role
to help each institution understand the risk and
control trade-offs at each phase of the emergency
management process. �

NOTES
1. Principles of Emergency Management
(http://training.fema.gov/EMIWeb/IS/IS230/Principles%20o
f%20EM.pdf)

2. National Governors’ Association. 1978 Emergency
Preparedness Project: Final Report. Washington, DC: HGA,
1978.
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Attribute standard 2300 in the International
Standards for the Professional Practice of
Internal Auditing (“Standards”) states that

“internal auditors should identify, analyze, evaluate
and record sufficient information to achieve the
engagement’s objectives.” On most days, audit can
be like a game of hide-and-seek, where auditors
chase about trying to find the data needed to meet
the Standards. Good auditors learn “seeker” skills
quickly. They learn to find data by understanding
how information flows. They expand their reach to
identify and leverage key operational and
information technology personnel to help when
needed. They spend the time and effort needed to
learn how to extract and manipulate data
themselves.

However, sometimes the search for information is
less like a game of hide-and-seek and more like a
game of capture the flag. The challenge is
fundamentally different when the information is
not hidden but guarded by institutional
gatekeepers. When individuals assert the privacy
argument – “you can’t have that because it is
protected by privacy laws” – the tools needed to
achieve the desired audit objective are very
different. CandU Auditor reached out to the ACUA
membership to identify ways that you can gather
needed information to evaluate and improve risk
management, control and governance processes in
these unique situations. Over ten audit
professionals responded, resulting in three best
practices that can be used to help you win the
privacy argument.

GET IT IN WRITING
Nearly all of the respondents who had faced the
privacy argument pointed to their audit charter as

the most important tool
in gaining access to
needed information. In
the Standards, Practice
Advisory 1000-1
outlines recommended
aspects of a good charter,
including approval by
senior management and
the board, and
authorization of access to

records and information. Several individuals
identified placing a reliance on “full, free, and
unrestricted” access, which provided strong and
clear support for the audit function authority. In
some instances, the charter was sufficient to allow
the audit to move forward, but in all cases it
provided a solid foundation for additional
elements.

KEEP IT CONFIDENTIAL
The intent of privacy laws is to restrict disclosure
of information. Two of the most frequently
referenced privacy laws in higher education are the
Federal Education Rights and Privacy Act
(FERPA), which protects the privacy of education
records and the Health Insurance Portability and
Accountability Act (HIPAA), which protects the
privacy of individually identifiable health data.
Predictably, individuals on campuses who are
tasked with maintaining these protected records
are cautious even in cases of appropriate use of
those records.

Respondents noted that accepting audit’s
responsibility for confidentially over those records
was often helpful. Many had clauses in their audit
charter that matched the access to data with a
responsibility to maintain that data confidentially
or even in a manner consistent with the data owner.
Others reflected that they had signed the same
confidentiality statement required of the operating
department’s employees. Once it was clear that
auditors would take data safeguarding as seriously
as the data owners, they were more likely to
provide access.

ASK FOR HELP
Although good preparatory work and sound
rational discussion may prove an effective
combination, some institutions reported that it
was often necessary to ask for help. One audit office
reported that they did not have a charter, but that
when the matter was taken up the chain to the
appropriate vice president, they were able to access
the data. In fact, escalation to individuals who were
aware of audit’s role and responsibilities seemed to
be an effective way of breaking the logjam.
Additionally, gaining the support of others who
had organizational credibility in understanding the

Privacy: How Should the
Auditor Respond?
By Mel Hudson-Nowak, Internal Audit Practices Section Editor

For more information on the privacy laws noted, visit
the following Web sites:

For FERPA guidance
US Department of Education
http://www.ed.gov/policy

For HIPAA guidance
US Department of Health and Human Services
http://www.hhs.gov/ocr/hipaa

(see “Privacy,” page 28)

In
te

rn
al

A
ud

it
Pr

ac
tic

es



22 COLLEGE & UNIVERSITY AUDITOR

Picture in your
mind the
f o l l o w i n g

scenario: Inside a vacant
building immediately
adjacent to the
University of Central
Florida (UCF) campus,
armed intruders enter
hallways and classrooms
and begin shooting
students and faculty
members. In reaction to
the call, University
police officers respond
at the building site. In
the past, the officers
would have followed
containment procedures and crouched behind their
cars, or other appropriate cover, containing the
assailants until the arrival of the SWAT team.
Today, these responding officers do something
different. They go directly into the building to
confront the shooters and neutralize them.

This is a training scenario, a joint cooperative effort
by UCF, Saab Training USA, and MPRI, a division
of L-3 Com, which was held in the vacant Graseby
Building in the Central Florida Research Park,
adjacent to the UCF main campus. The objective of
the exercise was to prepare the UCF police officers
to respond to the growing trend in active shooter
incidents.

The participants – officers, “victims” and
“shooters” – were all members of the UCF
community, participating in a first-of-its-kind
exercise in a university environment. In addition to
the UCF police officers, about 20 faculty members
and 100 students volunteered to act as role players,
getting a rare inside look at an active shooter
exercise. Students and faculty were given cards
indicating how they should respond after “shots”
were fired. Some were asked to crouch down under
desks, some would try to flee the building and still
others, who were injured, would plead with officers
for help.

High tech cameras monitored their every move.
Octatron, Inc., a California company specializing
in imaging and communication systems, provided

the video camera system
for the exercises.
Officers’ and shooters’
weapons were equipped
with special lasers.
Retired FBI SWAT and
Hostage Rescue Team
members served as
instructors, to monitor
and critique the officers’
actions. All of this was
tied into a cutting edge
computer monitoring
system, which enabled
trainers and UCF Police
Department superior
officers to view the
action in real time, and

then to conduct thorough After Action Reviews
(AARs) with the participating officers. Scenarios
and scripting are done by Curriculum Design and
Development of Vero Beach.

The shooters and officers carried department-issued
guns loaded with blanks and fitted with small laser
transmitters on the barrels. The participants all
wore vests equipped with laser beam receptors and
GPS antennas. The transmitters sense when “shots”
are fired and project a beam. The vests track the
movements of the person wearing them, feeding
the information to a central computer data base and
display. The laser receptors sense when a person is
hit and whether the shot is fatal, a critical injury, or
a minor injury. This information is also fed into the
database. Additional technology aids in reporting
how many shots were fired, who fired them and
where the rounds went.

Officers entered the building in teams, with the
sole mission of finding and stopping the shooters.
They participated multiple times with different
colleagues, while organizers made changes such as
using different shooters, different numbers of
shooters, shooters in different rooms, etc., so the
scenarios would not become predictable.

MPRI’s instructors accompanied the officers, while
trainers and observers from other organizations,
such as the Florida Department of Law
Enforcement, watched the scenario live on wall-
size, side-by-side monitoring screens located in

Joint Exercise in Responding to a
Shooter Incident
By Lee Kernek
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Saab Training USA and Ocatron provided the
equipment and technical assistance at the exercise
for free. Photo: Jacque Brund



another part of the building. One screen featured a Saab
software program that indicated the whereabouts of every
officer and other role players in the building, while
tracking their movements real-time in 3-D. The other
screen showed live video from wireless cameras placed
throughout the building. Saab Training USA conducts
similar exercises, under contract to the US Department of
Defense, for the Army, Marines and Navy SEAL Teams.
The software program is capable of displaying the
whereabouts of up to 80 people at a time, and it can be
configured to show the entire building or just one or two
rooms.

“The high-tech equipment and the help of our students and
faculty made this an invaluable experience for our line
police officers,” said Lee Kernek, a UCF associate vice
president, who oversees the Police Department. “While we
hope that this type of scenario never happens on our
campus, it is important that we provide frequent training
to ensure that our officers are well prepared. They are the
first line of defense in protecting the lives of our faculty,
staff and students, should such an incident occur.”

“This was an opportunity to bring a really unique type of
training to our personnel,” said Chief Richard Berry of the
UCF Police Department. “The trends we have seen indicate
an increasing number of this type of incident. This makes
us much better prepared.”

“Instead of going through the training and walking away,
our technology allows officers and trainers to keep going
back over the scenarios to see what was done right and what
should have been done differently,” said Keith Kernek,
Saab Training USA’s vice president for training solutions,
“It’s a confidence builder.”

“Combining the administrative and educational
capabilities of UCF, the cutting edge technology of Saab
Training USA and MPRI’s seasoned tactical trainers
enables us to provide a level of training unmatched
anywhere in the world,” said Lee Kernek.

An unexpected benefit was discovered at the conclusion of
the training. The training was not only a confidence builder
for the police, but also for the students and faculty. They
discovered what gunshots, heard several rooms away, sound
like. They also learned how to react in various situations.
“You don’t have to sit there and be a victim,” said one
student; “you can try to get away.” Another commented, “I
really got caught up in this. It was scary. After it was over,
we, my friend and I, talked about what we could do if it
really happened. Now we know there is stuff to do other
than just hiding under our desks.”

UCF, in partnership with Saab and MPRI, will continue to
train their police officers, with the program expanded to
include emergency medical and fire personnel. At the same
time, ways of making this training available to other
entities around the state are being explored.

In conclusion, the benefits of this simulated exercise
leveraged the knowledge and skills of the assessment team
in how to respond and deter a potential crisis incident that
we hope never occurs. �
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UCF Police Chief
Richard Beary explains
the training exercise.
Behind him are the live
computer images of the
entire training area and
live video of several of the
rooms. Photo: Jacque Brund

Sophomore Alex Boucher
performs CPR on injured
senior Franz Osorio while
officers Katie Marts (front
left), Abby Horsely, Chuck
Reising (back right) and
Alan Elliot go through the
police training exercise.
Photo: Jacque Brund

Orange County Mayor
Rich Crotty tried on
one of the vests worn by
officers and student and
faculty role players
during the scenario.
Howard Harris, Saab
Training USA’s business
development manager,
explained how the
high-tech vests work.
Photo: Jacque Brund

UCF police officers
entered a vacant building
in teams of four in an
effort to find and kill the
“shooter” during the
training exercise. This
scenario featured officers
Jennifer Powers,
Matthew Ahearn and
Wilfredo Sotomayor.
Photo: Jacque Brund
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Whoa, Nellie! Look left, look right, cave
diving, 15 passenger vans, nuclear
reactors, raw fish, Cleary Act, IBC,

IRB, NIMS, study abroad, teaching labs, wet labs,
dry labs, active shooter training, hurricanes, the
flu, fire safety and on and on! What are internal
auditors supposed to do?

Recently, the Texas State Auditor’s Office
conducted an audit of all 35 higher education
institutions campus safety and security emergency
management plans in Texas. Based upon the results
of this audit, the first thing is to find out if your
institution has taken the following steps:

• Developed an emergency management
plan. According to the Local Emergency
Management Planning Guide from the Texas
Governor’s Office, emergency management is
the continuous process of mitigating the
effects of and preparing for emergencies and
then responding to and recovering from
emergencies once they occur. The Guide also
defines what goes into an emergency
management plan. An emergency
management plan outlines the coordinated
operation efforts by all responders to perform
necessary emergency functions.

According to the Governor’s Division of
Emergency Management, “It has been
repeatedly demonstrated [that] preplanning
emergency operations saves time in getting
operations underway, facilitates integrated
effort and helps ensure essential activities are
carried out efficiently.”

• Adopted NIMS Standards. In February
2003, Homeland Security Presidential
Directive 5, Management of Domestic
Incidents, directed the Secretary of Homeland
Security to develop and administer a National
Incident Management System (NIMS).
NIMS is designed to provide a consistent
nationwide approach for federal, state and
local governments to work together effectively
and efficiently to prevent, prepare for, respond
to and recover from domestic incidents,
regardless of cause, size or complexity.
Adoption of NIMS standards is a condition for

receiving federal preparedness assistance from
the US Department of Homeland Security,
such as grants, contracts or other activities.

• Assessed risks. Because of the varied
geographical locations and the large open and
accessible size of their campuses, institutions
must consider and plan for a wide range of
natural and man-made hazards. Additionally,
because of the variety of potential hazards, it is
important that institutions take an all-hazards
approach to emergency planning and perform
campus-specific risk assessments. Risk
assessments assist institutions in identifying
potential hazards and assessing their
likelihood and impact. A comprehensive risk
assessment can help institutions plan for
hazards and identify critical hazard mitigation
activities.

• Trained key staff. According to the US
Department of Homeland Security, higher
education institutions should identify key
positions that should receive NIMS Incident
Command training. Key positions are those
involved in school emergency management
and incident response and fall into one of three
categories: general personnel, critical
personnel or leadership personnel.

General Personnel – Personnel with any role
in emergency preparedness, incident
management or response.

Critical Personnel – Personnel with a critical
role in response such as incident commanders,
command staff, general staff or members of a
key campus emergency management team.

Leadership Personnel – Personnel typically
obligated to command and manage people and
activities during an emergency incident.

• Conducted regular training and exercises
of its emergency management operations.
According to the Homeland Security Exercise
and Evaluation Program, emergency exercises
include:

Table-top exercises – validate plans and
procedures by having key personnel discuss a
hypothetical scenario.

Campus Safety and Security –
What Is AnAuditor ToDo?
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Functional exercises – evaluate capabilities,
functions, plans, and operations centers by
responding to a simulated emergency.
Command staff actions are real, but movement
of response personnel and equipment is
simulated.

Full-scale exercises - validate every aspect of
emergency management through actual
implementation and execution during a
simulated scenario. This includes the actual
mobilization of resources, response personnel,
and command staff.

In addition to reviewing the status of campus
safety and emergency management plans, the Texas
State Auditor’s Office researched previous reports
on campus safety and security produced by federal
officials, national organizations, task forces and
universities in other states. Five common themes
were identified:

• Higher education institutions should
create and regularly update an all-hazards
emergency response plan. Campuses that
develop and implement an all hazards
emergency plan will increase their capacity for
quickly responding to emergencies.
Emergency plans should be updated regularly
to increase the institution’s preparedness for
complex and changing security threats.
Higher education institutions’ emergency
management plans also should strive to
identify all hazards that the institution may
reasonably expect to occur.

• Higher education institutions should
regularly schedule emergency operations
drills and tests of emergency equipment.
By regularly conducting training exercises and
other practice drills, higher education
institutions can test the effectiveness of their
emergency management plans and identify
areas needing improvement. Emergency
exercises also allow the campus community
(including faculty, staff, and students) to gain
an understanding about what they should do
during certain emergency situations. In
addition, the federal Higher Education
Opportunity Act of 2008 requires university
and college campuses to annually test and
publicize their emergency response and
evacuation procedures.

• Higher education institutions should train
faculty, staff, and students on emergency
protocol and offer outreach programs on
how to identify students exhibiting at-risk
behaviors, as well as other topics related to
mental health and campus safety. Training
and educating the campus community can
help safeguard lives by allowing the campus
community to recognize emergency alerts and
understand the appropriate procedures to take
during an emergency.

• Higher education institutions should enter
mutual aid agreements, develop strong
working relationships, and conduct joint
training with local law enforcement
partners and other external emergency
responders. Partnerships with local
responders can enhance a higher education
institution’s response capabilities in the event
of a crisis. NIMS standards recommend that
each jurisdiction enter into mutual-aid
agreements with other appropriate
jurisdictions from which assistance is expected
to be received and/or for which such assistance
may be provided in the event of an emergency.

• Higher education institutions should
adopt emergency mass-notification and
communications systems. Implementing
mass-notification systems would allow campus
personnel to quickly alert and relay important
information to the campus community during
an emergency. Under the Higher Education
Opportunity Act of 2008, higher education
institutions must immediately notify the
campus community upon confirmation of an
immediate threat to the campus community.

When I joined the higher education internal audit
community several years ago, Charlie Chaffin,
Director of Internal Audit for the University of
Texas System, told me that campus safety was the
highest risk area for higher education. Higher
education institutions are doing all sorts of things
related to campus safety and security, with all sorts
of new tools and techniques and practices, creating
a very interesting and exciting environment!

Taking the steps listed above, you can help your
institution enhance its campus safety and emergency
management environment and ensure that it is ready
for any potential safety and security emergency. For
more information about emergency management go
to www.fema.gov/emergency/nims/ and
www.txdps.state.tx.us/dem/pages/index.htm.

For an electronic copy of the Texas State Auditor’s
Office “Report on Campus Safety and Emergency
Management Plans” go to www.sao.state.tx.us and
click on Reports and Publications. Additionally,
the International Association of Campus Law
Enforcement Administrators’ report, “Blueprint for
Safer Campuses,” can be found at www.iaclea.org
and the National Association of Attorneys
General’s “Report and Recommendations of Task
Force on School and Campus Safety” can be found
at www.naag.org.

Additional information about campus safety and
security should soon be coming from the National
Association of College and University Business
Officers (NACUBO). NACUBO has joined with
nine other higher education associations to gather
data and provide resources for institutions on
planning for all types of emergencies. A key
component of the project is a comprehensive survey
assessing the state of readiness of colleges and
universities across the country. �
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Today, more and more organizations are
putting their applications on the Web. As a
result, Web-based applications are being

targeted for attack. According to SC Magazine’s
January 2007 edition, Web applications are one of
the fastest growing threats.1 In addition, current
information technology (IT) security practices,
including usernames and passwords, Secure Socket
Layer (SSL) and encryption, firewalls and scanners,
do not readily identify and mitigate the threats
from the unauthorized use or invasion of Web-
based applications.2

• Passwords are used to authenticate users to the
application. However, consumer Web
applications deal with unknown customers
and the public, which are easy for a hacker to
impersonate.

• SSL and data encryption protects data from
eavesdropping during transmission, but an
application requires readable data to be useful
for its users.

• Firewalls are useful in blocking unauthorized
traffic into your internal networks; however,
Web application traffic must be allowed to
pass through the firewall for legitimate users.

• Scanners and intrusion detection systems
(IDSs) look for known vulnerabilities.
Scanners identify outdated/vulnerable software
and services while IDSs monitor network
traffic, identifying patterns consistent with
known attacks. Web applications do not need
outdated software to be vulnerable or generate
unusual network traffic while being misused.

WEB APPLICATION VULNERABILITIES
What types of Web application vulnerabilities are
being exploited? And more importantly, what can
be done to mitigate their threat? The Open Web
Application Security Project (OWASP) was created
to address these problems. OWASP created the Top
10 Web application threats:
1. Cross Site Scripting
2. Injection Flaws
3. Malicious File Execution
4. Insecure Direct Object Reference
5. Cross Site Request Forgery
6. Information Leakage and Improper Error

Handling

7. Broken Authentication and Session
Management

8. Insecure Cryptographic Storage
9. Insecure Communications
10. Failure to Restrict Uniform Resource Locator

(URL) Access3

CROSS SITE SCRIPTING
Cross site scripting (XSS) flaws allow a user to
insert code, either HyperText Markup Language
(HTML) code or client-side script, that is viewed
by other Web site users. This occurs when the
application accepts user-supplied data and sends it
to the Web browser without first validating or
encoding the data. XSS allows an attacker to run
code on the victim’s browser which may assist in
phishing attacks, hijacking user sessions, defacing
Web sites or introducing viruses or worms. XSS
may be avoided by validating and encoding user-
supplied data prior to usage by the application.4

INJECTION FLAWS
Injection flaws, particularly Structured Query
Language (SQL) injection, allow a user to insert
code that is sent to an interpreter as part of a
command or query. The code is then used by the
interpreter to execute unintended commands.
Injection flaws allow an attacker to display
unintended data, change database records, or delete
database contents. Injection flaws may be
mitigated by validating the user-supplied data
prior to their being sent to the interpreter or using
parameterized statements.5

MALICIOUS FILE EXECUTION
This threat (also known as Remote File Inclusion)
allows a user to execute code (stored in a remote
file) from the targeted Web site. This occurs due to
vulnerable code on the Web site. For example, an
attacker may substitute the remote location of
some malicious code for a variable in the targeted
Web site’s URL. If the Web site’s code does not
validate the variable prior to its usage by a function
or command, the malicious code will be executed,
allowing the attacker to access the server housing
the Web site and potentially gain root privileges.
Malicious file execution may be mitigated by
validating all variables prior to their usage.6

Web Applications: The Latest Threat

By IT Guest Columnist Wilson Crider, CPA, CISA
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INSECURE DIRECT OBJECT REFERENCE
In this situation, an attacker identifies a reference
to some internal object such as a file, directory,
database record, or key, as a URL or form parameter
and then manipulates those references to access
other objects without authorization. This threat is
mitigated by securing object references.3

CROSS SITE REQUEST FORGERY
A Cross Site Request Forgery (CSRF or XSRF)
occurs when an attacker uses a trusted user to
unknowingly submit transactions to a vulnerable
Web site. With this attack, the attacker tricks a
trusted user of the vulnerable Web site (e.g.,
clicking on an image in an internet forum). This
executes malicious code from the victim’s browser
to send an unauthorized transaction to the
vulnerable Web site using the victim’s
authentication information (usually stored in a
cookie). CSRF may be mitigated by the Web site’s
switching from persistent authentication (e.g.,
cookie and Hypertext Transfer Protocol (HTTP)
authentication) to transient authentication (e.g.,
hidden field on every form or verifying user-specific
tokens on each form).7

INFORMATION LEAKAGE AND
IMPROPER ERROR HANDLING
Information leakage and improper error handling
are what they imply. The application
unintentionally reveals information that is used by
an attacker to obtain sensitive information. For
example, the error message for a wrong user id or
password may specify the user id format or
password characteristics instead of a generic
message that the user id/password is invalid.3

BROKEN AUTHENTICATION AND
SESSION MANAGEMENT
Broken authentication and session management
flaws refer to attacks from improperly protected
account credentials or session tokens. Attackers use
the poorly protected credentials and tokens to
compromise passwords, keys or authentication
tokens and assume the identities of other users.3

INSECURE CRYPTOGRAPHIC STORAGE
Insecure cryptographic storage refers to flaws in the
implementation of cryptographic functions to
properly protect data and credentials. Attackers use
these weaknesses to conduct identity theft and
other crimes, such as credit card fraud. This threat
is lessened by employing strong cryptographic
algorithms and proper implementation.3

INSECURE COMMUNICATIONS
Insecure communications occur when the
application neglects to encrypt network traffic for
sensitive data (authentication credentials, credit
card data, etc.). The attacker captures the
unencrypted data and uses it to perform other
attacks or unauthorized transactions. Insecure
communications may be mitigated by encrypting
all network traffic using strong encryption
algorithms and proper implementation.3

FAILURE TO RESTRICT URL ACCESS
Failure to restrict URL access refers to the practice
of not displaying sensitive functionality, such as
links or URLs, to unauthorized users. Attackers
scan the applications for hidden links and URLs
and then access the URLs directly to perform
unauthorized operations. This may be avoided by
limiting the use of hidden links and requiring user
authentication on each form.3

AUDITOR’S ROLE
In addition to the traditional application review
procedures, Web-based applications require the
auditor to take a closer look at the organization’s
application development practices and
methodology. In particular, the methodology
should address the following:
• Requirement documents address the following

security issues: access (authentication and
authorization), data confidentiality, integrity,
accountability, transport security and privacy;

• Development standards address the following
security concerns: session management,
application layer logging, cookies, hidden
links, data entry validation, variable value
validation, data transmission and encryption,
and error handling;

• Code reviews ensure compliance with
development standards and remove old,
backup and unnecessary files and references
from the production system; and

• Security reviews test for existence of known
vulnerabilities.8

OWASP has developed a variety of documents and
tools (available on their Web site: www.owasp.org)
to assist with development, review and testing of
Web-based applications, including:
• Detailed audit program (OWASP Testing

Guide v2);
• OWASP WebScarab project – security testing

tool for Web applications and services;
• OWASP Guide project – security guide for

Web applications and services;
• OWASP Testing Guide – testing guide for

Web applications;
• OWASP Encoding project – document

encoding best practices; and
• OWASP Code Review project – document

code review best practices.9

In addition, there are commercial software
packages available to assist with the assessment
process, including Watchfire’s AppScan and HP’s
WebInspect.

CONCLUSION
“With literally hundreds of hidden security-related
vulnerabilities showing up in Web applications
weekly, it’s not really a matter of if but when
someone finds an unknown flaw in your site and
exploits it.”1 Auditors need to be looking at their
organization’s Web sites and the applications
running on them. With the help of organizations
like OWASP and commercial software, auditors
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(continued from “Privacy,” page 21)

legislation, including legal counsel, was
mentioned as a successful strategy. One person
noted that they had received positive benefits
from a clause in their audit charter that requires
non-compliance with an information request to
be reported to the audit committee.

THE BOTTOM LINE
Whenever auditors are dealing with access to
sensitive, confidential or private information, it is
important to remember that in the audit role,
the hope is that the data gatekeepers are prudent
in their oversight. Alfred Chavez, University of
San Diego, noted in his response that, “the first
thing I used to tell staff was that it was actually a
good thing that auditees who are in charge of
confidential information pushed us back at first.
It shows that they are protective of the data they
have.” Using the techniques and tools above,
the audit team should be able to capture the flag
– needed information – and complete the
audit objectives deemed appropriate at each
institution. �

can help to minimize the threats associated with
their organization’s Web-based applications. �
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