Digital ID Process
Office of Information Technology
University of Texas at San Antonio

Introduction

Digital IDs are used to assign security to your e-mail account. E-mail messages
sent with a digital ID signature are good.

The University of Texas at San Antonio allows for the creation of digital IDs
through the Verisign service. This program is administered by the Information
Security group. For more information, contact the Information Security Office,
458-5555.

Requesting a Digital ID
1. Begin the process by accessing the Web site:

https://onsite.verisign.com/services/TheUniversityofTexasSystemTheUniversityof
TexasatSanAntonioCA/digitalidCenter.htm . (See Figure 1.)
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Figure 1.


https://onsite.verisign.com/services/TheUniversityofTexasSystemTheUniversityofTexasatSanAntonioCA/digitalidCenter.htm

2. On the second screen, enter your enroliment information (Figure 2.).
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Figure 2.

3. Confirm your e-mail address (Figure 3.). It must match your UTSA e-mall
address.
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4. Potential Scripting Violation message (Figure 4.). Click YES to allow creation
of the digital ID to continue.
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5. Create a new RSA exchange key (Figure 5.). Click OK. No other input is
necessary in this step.
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6. This portion of the application is complete (Figure 6.). Now your identity must
be verified by a member of the UTSA Information Security group. An Information
Security staff member will send you an e-mail message with more details.
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7. Once your identity has been verified, you will receive information on how to
Pick Up your Digital ID (Figure 7.).
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Figure 7.

Using Your Digital ID
After you have picked up your digital ID, it will be ready for use.
When you create a new e-mail message, you should see two new icons on the

toolbar. The first icon (Figure 8.) allows you to digitally sign your message and
the second (Figure 9.) will encrypt your message and all of your attachments.
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Figure 9.

If you do not see these two new icons, see the “Add E-mail Message Icons”

section of the Troubleshooting guide.

Message encryption (Figure 9.) is a multi-step process. For more information on
how to encrypt a message, please contact the Information Security Office, 458-

5555.

Customer Support

For more information on digital IDs or to report a problem with your digital ID,

contact the Information Security group, 458-5555.



Troubleshooting

Add E-mail Message Icons

If your e-mail messages do not display the Digitally Sign Message and Encrypt
Message Contents and Attachments icons, you will need to manually insert
them into a message.

1. In Microsoft Outlook, compose (open) a new e-mail message. In the
message, select View / Toolbars / Customize (Figure 10.).

= Untitled - Message (HTML) =10]=|
Ele  Edt ﬂ?_ Inszrt Farmac Tools Actions  Help WpE 3 quesdon for halh =
=lserd | [§ Frevious * k] S Atteches ddche FoE [ %, Y 3 ¥ | [B]oghens.. & 2],

5 =nagit | Meat ] .

farma D Y Alm 7 u ===z et —,

LF Cors'etty

Message Header
Ta... |_ Frorn Field

Cc... |' frr Field

Subjert: |-;_'] ogtions. ..

| Toobas P[] sandand =]
Farmazang
E‘ FOF Converter 2.0 for Cuthok
[« ] st
| customize..,
=

Figure 10.

2. In the Customize window, under Categories, scroll down and select
Standard. Inthe Command window, scroll down and select Digitally Sign
Message (Figure 11.).
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Figure 11.

3. Make sure that Digitally Sign Message is highlighted, then left-click it and
drag it to your e-mail message (Figure 12.). Then Close the Customize window.
The icons (Figure 13.) should now be displayed in this message and all
subsequent messages you create.
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